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INTRODUCTION 
 

This procedure ensures that any surveillance carried out or requests for communications 
data by Camden officers meets the requirements of the Regulation of Investigatory Powers 
Act 2000 (RIPA) (as amended), the Regulation of Investigatory Powers (Communications 
Data) Order 2010, the Human Rights Act 1998, the Protection of Freedoms Act 2012 and 
the Investigatory Powers Act 2016 (IPA).  
 
Any consideration of an application for the use of a power under RIPA should be discussed 
with the RIPA Senior Responsible Officer (SRO) and/or RIPA Co-ordinating Officer before 
an application is commenced. 
 
All investigations that involve surveillance or requests for information relating to 
communications data are open to inspection and scrutiny by the Investigatory Powers 
Commissioner’s Office (IPCO) and are subject to review on a minimum triennial basis. Prior 
to September 2017, this function was carried out by the Office of Surveillance 
Commissioners (OSC) and the Interception of Communications Commissioner’s Office 
(IOCCO). Reviews will highlight inconsistencies and any necessary improvements needed 
to comply with the legislation. It is essential, therefore, that all surveillance is appropriately 
authorised in accordance with this procedure. 
 
This document deals with the procedures that all Camden officers (or its agents) are 
required to follow when involved in the acquisition of communications data or a covert 
surveillance operation. These are based on the Home Office Code of Practice which can be 
accessed via the link below:  
 
Covert Surveillance and Property Interference – Revised Code of Practice – August 
2018 
 
In addition, the Home Office Codes of Practice in relation to the Acquisition and Disclosure 
of Communications Data and Use of Covert Human Intelligence Source (CHIS) can be 
accessed via the links below:  
 
Communications Data – Code of Practice – June 2025 
 
Covert Human Intelligence Sources – Revised Code of Practice – December 2022 
 
If you have any questions on this procedure or surveillance in general please contact the 
RIPA SRO (Head of Internal Audit, Investigations and Risk Management) or the Head of 
Legal Services for advice. The Council has designated the role of RIPA Co-ordinating 
Officer to the Internal Audit Investigations and Risk Management (IAIRM) Service, who will 
be responsible for maintaining the Council’s central filing system as required by the Act. 
The Council has one fully trained RIPA Co-ordinating Officer to answer any queries relating 
to RIPA. A flow chart showing the judicial review application process and the authorisation 
procedure can be found at Appendix 20 and Appendix 21. 
 
 

http://www.camden.gov.uk/ccm/navigation
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/742041/201800802_CSPI_code.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/742041/201800802_CSPI_code.pdf
https://assets.publishing.service.gov.uk/media/68419a3d58bd5a53d0211cf7/Communications_Data_Code_of_Practice_-_June_2025.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1123687/Revised_CHIS_Code_of_Practice_December_2022_FINAL.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1123687/Revised_CHIS_Code_of_Practice_December_2022_FINAL.pdf
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PART 1 – DIRECTED SURVEILLANCE 
 
All IOs and AOs must also refer to the Covert Surveillance and Property Interference – 
Revised Code of Practice for examples and guidance when completing an application. 

 
1.1 What is surveillance? 
 
Surveillance can involve monitoring, observing or listening to people. This includes their 
movements, conversations, activities or other communications or recording anything with a 
surveillance device. 
 
Overt surveillance takes place where the surveillance is not hidden, such as alerting the 
public to the use of CCTV in a public place. Overt surveillance does not require 
authorisation. 
 
Covert surveillance is where the person or people under observation are not aware that 
surveillance is taking place. 
 
Directed surveillance is covert in nature but is not intrusive, this means that it does not 
involve entry or surveillance inside a private residence or vehicle. All directed surveillance 
carried out by Camden officers must be authorised. 
 
Intrusive surveillance is that which is carried out with or without a device in relation to 
anything taking place on any residential premises or in a private vehicle and involves the 
presence of an individual or device. 
 
NB – LOCAL AUTHORITIES CANNOT CONDUCT INTRUSIVE SURVEILLANCE. 
Camden officers can only be authorised to conduct intrusive surveillance if they are 
involved in surveillance with other enforcement agencies (e.g. Police, Customs  and 
Excise, etc.) in which case the authorisation would be obtained by the other agency. 
 
In cases of surveillance on members of the public, it is clear that the Council is acting as a 
public authority. This means that the Human Rights Act and RIPA clearly apply. In cases 
where an employee is under investigation, the Council’s role is that of an employer and not 
a public authority. Therefore, RIPA does not apply in these cases. In these circumstances, 
covert surveillance could still be justified (known as non-RIPA activity). However, all factors 
i.e. necessity, proportionality, collateral intrusion, human rights issues must also be taken 
into account when deciding if a non-RIPA covert surveillance on an employee is to take 
place as it is likely that any tribunal hearing cases involving surveillance will consider the 
human rights issues when making decisions. Further information on non-RIPA covert 
surveillance or other forms of employee monitoring can be found in section “PART 1(a) – 
MONITORING AT WORK (NON-RIPA)” below. However, if the employee is under 
investigation for a criminal offence, the Council must comply with RIPA if the surveillance 
evidence is to be admissible. 
 
Covert surveillance can only be justified where other investigation methods would 
not obtain the necessary evidence.  
 

http://www.camden.gov.uk/ccm/navigation
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/742041/201800802_CSPI_code.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/742041/201800802_CSPI_code.pdf
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Who is authorised to conduct surveillance? 
 
The Council’s legal powers to conduct surveillance derive from s.111 of the Local 
Government Act 1972 as being ancillary to its powers to prosecute under s.222, or other 
legislation such as the Environmental Protection Act 1990 and Enterprise Act 2002. There 
may also be powers under the Local Government Act 2000 in connection with the power to 
promote economic well-being. Officers of the Council have the power to conduct 
surveillance in pursuance of their normal operational functions. However, they would 
need to ensure that any such action had been properly authorised as laid out in this 
document. 

 
A statutory code entitled ‘The Code of Practice on the Use of Surveillance’ came into force 
on 1 August 2002. The Council has adopted this code and it should be complied with when 
conducting surveillance. A revised Covert Surveillance and Property Interference Code of 
Practice came into effect from August 2018. All Investigations Officers (IO) and Authorising 
Officers (AO) must reference this Code when completing an application. 
 
The Protection of Freedoms Act 2012 amended the 2000 Act to make local authority 
authorisations subject to judicial approval. The change means that local authorities need to 
obtain an order approving the grant or renewal of an authorisation from a judicial authority, 
before it can take effect. In England and Wales an application for such an Order must be 
made to a Justice of the Peace (JP). If the JP is satisfied that the statutory tests have been 
met and that the use of the technique is necessary and proportionate, he or she will issue 
an order approving the grant or renewal for the use of the technique as described in the 
application. The amendment means that local authorities are no longer able to orally 
authorise the use of RIPA techniques. All authorisations must be made in writing and 
require JP approval. The authorisation cannot commence until this has been obtained.  
 
Applications for communications data no longer require approval by a JP at a Magistrates’ 
Court. These applications are now approved by the Investigatory Powers Commissioner's 
Office (IPCO). 
 
Those matters which fall within the criminal investigation remit are clearly governed by the 
procedures within RIPA and the Code of Practice. Where investigations are being pursued 
with a view to non-criminal proceedings, the spirit of this legislation and the code will be 
applied. This means that the authorisation, renewal and cancellation procedures detailed 
below should be followed for all types of surveillance activity. The standard Home Office 
RIPA forms that have been adapted for Camden Council are to be utilised for criminal 
investigations. A second set of forms for non-RIPA covert surveillance has been designed 
for non-criminal investigations. Both sets can be found in the Appendices to this procedure. 
 
All contractors or agents of the Council when acting on behalf of the Council fall within the 
scope of RIPA and for the purposes of the work they do for the Council are considered a 
public body. Therefore, proper authorisation procedures must be followed prior to any 
surveillance being conducted by them. 

Collaborative Working  
• Applicants should always consult with senior Police in their area to ensure no 

duplication or potential impingement on their work. 

http://www.camden.gov.uk/ccm/navigation
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384975/Covert_Surveillance_Property_Interrefernce_web__2_.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384975/Covert_Surveillance_Property_Interrefernce_web__2_.pdf
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• Where there is a multi-agency operation, the “Tasking Agency” or Lead Authority 
should obtain the authorisation, clearly detailing the scope and other agencies 
involved. 

• One application per operation. 
• Where an individual or a non-governmental organisation is acting under direction 

of a public authority then they are acting as an agent of that public authority and 
any activities they conduct which meet the 2000 Act definitions of directed or 
intrusive surveillance or amounts to property interference for the purposes of the 
Intelligence Services Act 1994 or the Police Act 1997, should be considered for 
authorisation under those Acts. 

 
1.2 Seeking authorisation 
 
In all instances, Investigating Officers should contact the RIPA Co-ordinating Officer to 
obtain a Unique Reference Number (URN) at the start of the application process. This URN 
must be written on the form.  
 
If an Investigating Officer (IO) considers it necessary to undertake surveillance as part of an 
investigation, s/he must complete an Application for Authority for Directed Surveillance 
Form, see Appendix 2.   

 
The form must record why the IO considers surveillance necessary and proportionate to 
what is hoped to be achieved. When considering an application, officers need to be aware 
of the following requirements:  
 
Necessity – covert surveillance shall only be undertaken where it is designed to achieve a 
legitimate objective. The only reasons for which directed surveillance may be necessary to 
be carried out by the Council under this legislation is:  
 

• preventing or detecting crime  
 

 NB.  It must be necessary in that particular case. 
 
 Proportionality – the use and extent of covert surveillance shall not be excessive, i.e., it 

shall be in proportion to the significance of the matter being investigated. It must be specific 
and not designed to cover a wide range of situations. The officer shall make an assessment 
of the duration of the surveillance or each stage of the surveillance and the resources to be 
applied.  

 
Collateral intrusion – reasonable steps shall be taken to minimise the acquisition of 
information that is not directly necessary for the purposes of the investigation or operation 
being carried out. The officer shall also consider how any third party information obtained 
will be handled. The IO should record any collateral intrusion that might occur. Collateral 
intrusion occurs when individuals who are not part of the surveillance are unintentionally 
included in the course of the surveillance. For example, where photographing a target at a 
specific location the inclusion of members of the public in photographs may be 
unavoidable. 

  

http://www.camden.gov.uk/ccm/navigation
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 Subsidiarity – the surveillance must cause no greater invasion of the right to privacy and is 
absolutely necessary to achieve its objective. All other means must be considered prior to 
surveillance being deemed necessary. 

 
 Minimum indictable offence – the new condition set out in article 7A(3)(a) or (b) is that 

the criminal offence which is sought to be prevented or detected is punishable, whether 
on summary conviction or on indictment, by a maximum term of at least 6 months of 
imprisonment, or would constitute an offence under sections 146, 147 or 147A of the 
Licensing Act 2003, section 92 of the Children and Families Act 2014 or section 7 of the 
Children and Young Persons Act 1933. 

 
 The 2012 Order also removes the previous second limb of s.28(3)(b) – preventing disorder. 
 
 A six-month imprisonment test will prevent Directed Surveillance being used for minor 

offences such as dog fouling or littering but there is an exception to the general rule in that 
the seriousness test does not apply to underage sales of alcohol and tobacco. 
 
1.3  Role of the Authorising Officer (AO)  
 
AOs must ensure that they are satisfied that the case for the proposed surveillance by the 
IO is necessary and proportionate. 
 
AOs may not approve Directed Surveillance unless it is for the purpose of preventing or 
detecting a criminal offence and meets the condition set out in the new article 7A(3)(a) or 
(b) of the 2010 Order [Regulation of Investigatory Powers (Directed Surveillance and 
Covert Human Intelligence Sources) Order 2010 SI 2010/521], which prescribes which 
officers in a public authority have the power to grant authorisations for Directed 
Surveillance. 
 
An AO should consider all information provided on the Application for Authority for Directed 
Surveillance and if necessary, ask for further information from the IO. When completing the 
form, the AO should write down exactly what they are authorising. All authorities must be 
signed, showing the date and time the authority was granted. 
 
The AO should return the completed form to the IO who should keep a copy on the 
investigation file and forward the original marked ‘private and confidential’ to the RIPA Co-
ordinating Officer for filing on the central file. 
 
1.4  Officers designated to grant authority 
 
There are two levels of designated authority:  

Responsible Officer What is being authorised 

Head of Paid Service (Chief 
Executive) 

Children/Vulnerable Adults or where 
confidential information is likely to be 
obtained. 

http://www.camden.gov.uk/ccm/navigation
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Executive Directors and/or Directors All other authorisations including CHIS. 

 
Surveillance may only be authorised by officer of third tier level or above. The officer must 
also have received RIPA training and then refresher training every three years thereafter. In 
the absence of a nominated AO the authorisation must be given at a more senior level. The 
AO need not necessarily work in the same area of business activity. 
 
Only nominated and trained AOs are permitted to grant authorisations, as per this policy. 
The Head of Internal Audit and Investigations maintains a list of officers approved to 
undertake the role of an AO this is attached at Appendix 1. 
 
NB.  AOs should not be responsible for authorising surveillance for an investigation 
in which they are directly involved. Any unavoidable incidents of “self-
authorisations” will be recorded on the Central Record and be brought to the 
attention of the IPCO at its next inspection. 
 
1.5 Training 
    
The role of an AO carries great responsibilities for themselves, as well as the staff involved 
in the surveillance operation, the Council and members of the public. In order to protect the 
Council from the risk of misuse of the powers under the Act, no one will be permitted to 
carry out the role of an AO or undertake duties under RIPA as an applicant, RIPA Co-
ordinating Officer or Gatekeeper without having first undergone approved training. All AOs 
and relevant staff will be expected to undertake refresher training at least every three 
years. The Head of Internal Audit and Investigations should be contacted for further 
information.   

 
1.6 Length of authorisation 
 
A written authorisation will last for not more than three months, less one day, unless 
cancelled or renewed.     
  
In all cases regular reviews should be carried out and a renewal or cancellation must be 
undertaken no more than three months from the date of the original authorisation. 
 
1.7 Surveillance Equipment – Control/Inventory 
 
It is the responsibility of the Service Head to ensure the issue and use of any equipment 
held by the service for the purpose of conducting covert directed surveillance (e.g. radios, 
cameras, etc.) is correctly recorded and usage is subject to audit. 
 
1.8  Reviews 
 
The AO should ensure that they review the authorisation at least monthly in order to satisfy 
themselves that authority should continue. Evidence of this review should be completed on 
the Review of Directed Surveillance Form, see Appendix 3. 
 

http://www.camden.gov.uk/ccm/navigation
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1.9 Renewals 
 
There may be circumstances where the investigation requires surveillance to take place for 
a period longer than three months. In such cases, it will be necessary for the IO to obtain a 
renewal of authority from the AO and, in common with an initial authorisation, it will also 
need to be approved by a magistrate. A copy of the Application to Magistrate for RIPA 
Form is available at Appendix 19. 
 
The IO should submit a renewal form with a copy of the original Application for Authority for 
Directed Surveillance to the AO. A copy of the Application for Renewal of Directed 
Surveillance Authority Form is available at Appendix 4. 
 
The AO must review both documents to ensure that there is continuing justification for 
surveillance. A copy of the renewal and the magistrates’ approval forms should be placed 
on the investigation file and the original sent marked ‘private and confidential’ to the RIPA 
Co-ordinating Officer to place on the central file. 
 
 
1.10 Cancellations 
 
Surveillance should be no longer than necessary to gather the required information. The 
AO must cancel the authorisation if satisfied that the directed surveillance is no longer 
required by completing a Cancellation of Directed Surveillance Form, see Appendix 5. 
 
The AO must make reference on the cancellation form to the handling, storage and 
destruction of any material obtained from the directed surveillance. The AO must ensure 
compliance with the Data Protection Act 2018 and the EU General Data Protection 
Regulation (“Data Protection Legislation”) and the Council’s own corporate retention policy. 
 
A copy of the cancellation form should be placed on the investigation file and the original 
sent marked ‘private and confidential’ to the RIPA Co-ordinating Officer to place on the 
central file. 
 
1.11 Errors in applications 
 
An error must be reported if it is a relevant error to the Investigatory Powers 
Commissioner (IPC) as soon as reasonably practicable. If the error is of a serious nature 
then the IPC may require that the person concerned (i.e., who you intended to monitor) is 
informed of the error. The IPC will consider the seriousness of the error and the potential 
impact on the person involved, i.e., under surveillance. Legal advice should be sought as 
soon as possible if errors are identified. Further advice can be found in the Codes of 
Practice. 
 
1.12 Magistrates Approval 
 
The Regulation of Investigatory Powers (Directed Surveillance and Covert Human 
Intelligence Sources) (Amendment) Order 2012, SI 2012/1500 and Criminal Procedure 
Rules 2012 Part 6  

http://www.camden.gov.uk/ccm/navigation
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118173/local-authority-england-wales.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118173/local-authority-england-wales.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118173/local-authority-england-wales.pdf
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The Protection of Freedoms Act 2012 inserts amended sections 32A and 32B into the 
Regulation of Investigatory Powers Act 2000, and requires Local Authorities to have all 
RIPA Directed Surveillance and CHIS Applications approved by a Magistrates’ Court 
before they can come into effect.  
 
Once the internal authorisation has been completed, the Applicant must complete the 
application and draft order (Appendix 19) and have this reviewed by Legal Services, before 
submitting the application to the appropriate Magistrates’ Court. Officers will need to 
decide whether or not to make the application in person before the Court, or whether an 
administrative application would be sufficient. Training and advice can be provided by 
Legal Services, as appropriate.   

 
1.13 When authorisation is not required 
 
Some surveillance activity does not constitute intrusive or directed surveillance for the 
purposes of Part II of the 2000 Act (NB – local authorities cannot undertake any form of 
intrusive surveillance) and no directed or intrusive surveillance authorisation can be 
provided for such activity. Such activity includes:  

  
• covert surveillance by way of an immediate response to events;  

 
• covert surveillance as part of general observation activities;  

 
• covert surveillance not relating to specified grounds;  

 
• overt use of CCTV and ANPR systems;  

 
• certain other specific situations.  

 
Please refer to the Covert Surveillance and Property Interference Code of Practice for 
relevant examples and guidance on the activity this covers.   
 
CCTV and ANPR (Automatic Number Plate Recognition) Cameras 
 
The use of overt CCTV cameras by public authorities do not normally require an 
authorisation under the 2000 Act. Members of the public should be made aware that such 
systems are in use. For example, by virtue of cameras or signage being clearly visible, 
through the provision of information and by undertaking consultation. Guidance on their 
operation is provided in the Surveillance Camera Code of Practice issued under the 
Protection of Freedoms Act 2012. This sets out a framework of good practice that includes 
existing legal obligations, including the processing of personal data under the Data 
Protection Legislation and a public authority’s duty to adhere to the Human Rights Act 
1998. Similarly, the overt use of ANPR systems to monitor traffic flows or detect motoring 
offences does not require an authorisation under the 2000 Act.  
 
1.14 CCTV Directed Surveillance 
 
However, if the CCTV becomes ‘directed’ in any way as part of a covert operation towards 
an individual, authorisation must be obtained. In some circumstances, police officers may 

http://www.camden.gov.uk/ccm/navigation
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384975/Covert_Surveillance_Property_Interrefernce_web__2_.pdf
https://www.gov.uk/government/publications/surveillance-camera-code-of-practice
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ask for our cameras to be targeted at individuals or buildings, as part of their operations. In 
these circumstances the officer directing the CCTV should satisfy him/herself that the 
police have obtained proper authorisation. Surveillance carried out, as an immediate 
response to an event, does not require authorisation. 
 
Surveillance activity carried out for non-criminal or disorder matters cannot be carried out 
under the RIPA Part II so must be authorised on the forms available in Appendices 13-16.  
 
1.15 Online Covert Activity 
 
The use of the internet may be required to gather information prior to and/or during an 
operation, which may amount to directed surveillance. Whenever a public authority intends 
to use the internet as part of an investigation, they must first consider whether the proposed 
activity is likely to interfere with a person’s Article 8 rights, including the effect of any 
collateral intrusion. Any activity likely to interfere with an individual’s Article 8 rights should 
only be used when necessary and proportionate to meet the objectives of a specific case. 
Where it is considered that private information is likely to be obtained, an authorisation 
(combined or separate) must be sought as set out elsewhere in this Code.  
 
Social media site investigation is a tool increasingly used by public authorities in their 
investigative and enforcement functions. Further guidance is contained in the Council’s 
Social Media Policy for Investigations; in particular, IOs should have in mind that viewing of 
open source material does not require authorisation unless and until it is repeated and 
systematic, at which stage directed surveillance authorisation should be considered.  
Passing an access control so as to look at deeper into the site, for example, by making a 
“friend request” requires at least directed surveillance authorisation. If the investigation is to 
go further and pursue enquiries within the site, thereby established a relationship with the 
site host in the guise of a member of the public, this requires a CHIS authorisation. [see 
part 2] 
 
Please refer to the Covert Surveillance and Property Interference Code of Practice for 
examples and guidance on relevant activity and paragraph 2.1 of this procedure below. 
 
PART 1(a) – MONITORING AT WORK (NON-RIPA) 
 
In general terms RIPA is not required for monitoring of staff as for this type of activity, the 
Council’s role is that of an employer and not a public authority. The relevant legislation 
relating to this fall under the Data Protection Legislation, Employment Practices Codes and 
Investigatory Powers (Interception by Businesses etc. for Monitoring and Record-keeping 
Purposes) Regulations 2018. Expectations under DPA are that much the same 
considerations e.g. necessity, proportionality, human rights issues, record of authorisation 
from senior officer etc. are given. Furthermore, good practice would expect clear notices to 
staff advising of monitoring policy, defining acceptable practices in policies e.g. IT Code of 
Conduct and Terms and Conditions of Employment. Further information on employee 
monitoring can be found on the intranet at: Employee Monitoring. 

 
Core Principles: 
 

• It will usually be intrusive to monitor your workers. 

http://www.camden.gov.uk/ccm/navigation
https://lbcamden.sharepoint.com/sites/Essentials-Finance/SiteAssets/Forms/AllItems.aspx?id=%2Fsites%2FEssentials%2DFinance%2FSiteAssets%2FSitePages%2FRIPA%2FSocial%2DMedia%2DPolicy%2D%2D%2DJuly%2D2025%2Epdf&parent=%2Fsites%2FEssentials%2DFinance%2FSiteAssets%2FSitePages%2FRIPA
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384975/Covert_Surveillance_Property_Interrefernce_web__2_.pdf
https://lbcamden.sharepoint.com/sites/Essentials-HR/SitePages/Employee-Monitoring.aspx
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• Workers have legitimate expectations that they can keep their personal lives 
private and that they are also entitled to a degree of privacy in the work 
environment. 

• If employers wish to monitor their workers, they should be clear about the 
purpose and satisfied that the particular monitoring arrangement is justified by 
real benefits that will be delivered. 

• Workers should be aware of the nature, extent and reasons for any monitoring, 
unless (exceptionally) covert monitoring is justified. In any event, workers’ 
awareness will influence their expectations. 

 
General monitoring of staff can be defined as: 

 
• Monitoring electronic communications – this deals with the monitoring of 

telephone, email, voicemail, internet access and other forms of electronic 
communication. 

• Video and audio monitoring – some (though not all) of the data protection issues 
that arise when carrying out video monitoring in public places will arise in the 
workplace. Employers carrying out video monitoring of workers will therefore find 
the guidance in the Information Commissioner’s CCTV Code useful. Audio 
monitoring means the recording of face-to-face conversations, not recording 
telephone calls. 

 
See CCTV | ICO and search for the CCTV Code of Practice. 
 
Interceptions are authorised for: 

• monitoring or recording communications – to establish the existence of facts, to 
ascertain compliance with regulatory or self-regulatory practices or procedures or 
to ascertain or demonstrate standards which are or ought to be achieved (quality 
control and training); 

• in the interests of national security (in which case only certain specified public 
officials may make the interception); 

• to prevent or detect crime; 
• to investigate or detect unauthorised use of telecommunication systems, or 
• to secure, or as an inherent part of, effective system operation; monitoring 

received communications to determine whether they are business or personal 
communications; monitoring communications made to anonymous telephone 
helplines. 

Interceptions are authorised only if the controller of the telecommunications system on 
which they are affected has made all reasonable efforts to inform potential users that 
interceptions may be made. 

The Regulations do not authorise interceptions to which the persons making and receiving 
the communications have consented: they are not prohibited by the Act. 
 
Within the London Borough of Camden, this general monitoring is covered by: 
Terms and Conditions of Employment 
IT Code of Conduct 
Code of Conduct 

http://www.camden.gov.uk/ccm/navigation
https://ico.org.uk/for-organisations/guide-to-data-protection/encryption/scenarios/cctv/
https://lbcamden.sharepoint.com/sites/intranet/HR/Pages/Terms-and-Conditions.aspx
https://lbcamden.sharepoint.com/sites/intranet/HR/Pages/Terms-and-Conditions.aspx
https://lbcamden.sharepoint.com/sites/intranet/shareddigital/Pages/IT-Code-of-Conduct.aspx
https://lbcamden.sharepoint.com/sites/intranet/HR/Intranet%20Documents/Code%20of%20Conduct.pdf
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Employee Monitoring Policy 
Financial Regulations 
 
Non-RIPA Covert Monitoring of Staff  
 
Covert monitoring means monitoring carried out in a manner calculated to ensure those 
subject to it are unaware that it is taking place. This sub-section is largely directed at covert 
video or audio monitoring, but will also be relevant where electronic communications are 
monitored when workers would not expect it. 

 
Senior management should normally authorise any covert monitoring. They should satisfy 
themselves that there are grounds for suspecting criminal activity or equivalent malpractice 
and that notifying individuals about the monitoring would prejudice its prevention or 
detection. 

 
Any considerations must be made in line with the Investigatory Powers Act 2016 and the 
Investigatory Powers (Interception by Businesses etc. for Monitoring and Record-keeping 
Purposes) Regulations 2018. 

 
Key points  
 
A pre-screening Data Protection Impact Assessment (DPIA) should be performed in the 
first instance to set out the details of the monitoring activities. This process will assist in 
identifying any privacy risks to the individual you are proposing to monitor. As a result of the 
pre-screening, a full DPIA may be required. 
 
The pre-screening DPIA form can be found here. 
 
All covert monitoring must follow the same RIPA application and authorisation procedure as 
defined at Part 1 – Directed Surveillance using the “General” forms shown at Appendices 
10-13.   

 
Covert monitoring should not normally be considered. It will be rare for covert monitoring of 
workers to be justified. It should, therefore, only be used in exceptional circumstances.  
Ensure that any covert monitoring is strictly targeted at obtaining evidence within a set 
timeframe and that the covert monitoring does not continue after the investigation is 
complete. 
 
PART 1(b) – NON-RIPA ACTIVITY 
 
Where an activity intended to be conducted by an IO that for any reason falls outside of 
RIPA (e.g. an investigation which is not for the purposes of preventing or detecting crime or 
any activity which is directly comparable to an activity that would require authorisation 
under RIPA if the Act applied to the circumstances of that activity) and could still interfere 
with the privacy rights of an individual, or that is for some other reason is comparable to an 
activity that would require authorisation, even though RIPA does not apply, good practice 
and transparency requires that proper consideration should be given for the need to 
conduct that activity and whether it is proportionate to what that activity is seeking to 
achieve. 
 

http://www.camden.gov.uk/ccm/navigation
https://lbcamden.sharepoint.com/sites/Essentials-HR/Intranet%20documents/Forms/AllItems.aspx?id=%2Fsites%2FEssentials%2DHR%2FIntranet%20documents%2FEmployee%20Monitoring%20Policy%2Epdf&parent=%2Fsites%2FEssentials%2DHR%2FIntranet%20documents
https://lbcamden.sharepoint.com/sites/Essentials-Finance/Intranet%20documents/Forms/AllItems.aspx?id=%2Fsites%2FEssentials%2DFinance%2FIntranet%20documents%2FFinancial%20Regulations%2Epdf&parent=%2Fsites%2FEssentials%2DFinance%2FIntranet%20documents
http://www.legislation.gov.uk/ukpga/2016/25/contents
http://www.legislation.gov.uk/uksi/2018/356/made
http://www.legislation.gov.uk/uksi/2018/356/made
https://lbcamden.sharepoint.com/:w:/r/sites/Essentials-Business-Support/_layouts/15/Doc.aspx?sourcedoc=%7B9DC3B151-6DD1-48FD-969F-5732053150BD%7D&file=DPIA%20Pre-Screen%202023%20updated.docx&action=default&mobileredirect=true&DefaultItemOpen=1
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In such circumstances IOs, in conjunction with AOs, must consider whether the activity is 
necessary and proportionate, thereby adopting the same process of a RIPA application. 
The AO should forward all relevant paperwork (i.e. the authorised non-RIPA application 
form, etc.) to the RIPA Co-ordinating Officer so the activity can be recorded in the Central 
Register. Recording non-RIPA activity ensures that appropriate decisions are being made 
and the justification of the non-RIPA authorisation. 
 
Forms for seeking to use non-RIPA “powers” and their authorisation are contained within 
Appendix 10 to 17. The procedure for review and renewal of the non-RIPA surveillance 
application will be the same as for RIPA applications, however there is no requirement or 
ability to obtain authorisation from a JP therefore, JP approval for non-RIPA authorisations 
is not required. 
 
 
PART 2 – COVERT HUMAN INTELLIGENCE SOURCE (CHIS) 
 
This is a sensitive and difficult area of activity. Advice should be sought from the 
RIPA SRO prior to any authorisations being issued.  
 
All IOs and AOs must refer to the Covert Human Intelligence Sources – Revised Code of 
Practice for examples and guidance when completing an application. 
 
2.1  Use of a Covert Human Intelligence Source 
 
An IO may consider it necessary to enlist the help of a third party to assist with an 
investigation. In such circumstances, the third party is known as a Covert Human 
Intelligence Source (CHIS).   
 
Under Section 26(8) of the Act a person is a CHIS if they: 
 

(i) Acts as an undercover officer or informant tasked with forming a relationship 
with a subject with the intention of obtaining personal information about them. 

(ii) Establish or maintain a personal or other relationship with a person for the 
covert purpose of (or is incidental to) obtaining and passing on information.  

(iii) Act in a manner that is calculated to ensure that one of the parties to the 
relationship is unaware of the purpose.  

 
All operations involving a CHIS must be approved, prior to a request for authorisation, in 
principle by the Team Leader or Investigation Manager. The purpose of this in principle 
approval is to ensure that officers handling and controlling the CHIS are doing so with 
proper authorisation and training. After initial approval, the officer requesting the CHIS must 
complete either a CHIS application form (Appendix 6) for criminal investigations or a 
General Purposes CHIS application form (Appendix 14) for civil or non-criminal employee 
investigations. This form must be authorised by an Authorising Officer.  

 
As a general rule the Council will not use vulnerable individuals or persons under the age of 
18 as a CHIS. There are special provisions for the use of vulnerable and juvenile sources 
and legal advice should be sought prior to their use. 
 

http://www.camden.gov.uk/ccm/navigation
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1123687/Revised_CHIS_Code_of_Practice_December_2022_FINAL.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1123687/Revised_CHIS_Code_of_Practice_December_2022_FINAL.pdf
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There is no need to seek authority where the information source is a member of the public 
who freely provides information that has come to them during their normal activities, for 
example, where we ask a neighbour to keep a nuisance or harassment diary while going 
about their normal daily activities. However, authority must be obtained if the IO directs the 
CHIS activities. 
 
If an IO considers it necessary to use a CHIS as part of an investigation, s/he must 
complete an Application for Authorisation of the Use or Conduct of a Covert Human 
Intelligence Source form, see Appendix 6.  
 
2.2 Online Covert Activity  
 
The use of the internet may be required to gather information prior to and/or during a CHIS 
operation, which may amount to directed surveillance. Alternatively, the CHIS may need to 
communicate online, for example, this may involve contacting individuals using social 
media websites. Whenever a public authority intends to use the internet as part of an 
investigation, they must first consider whether the proposed activity is likely to interfere with 
a person’s Article 8 rights, including the effect of any collateral intrusion. Any activity likely 
to interfere with an individual’s Article 8 rights should only be used when necessary and 
proportionate to meet the objectives of a specific case. Where it is considered that private 
information is likely to be obtained, an appropriately worded CHIS authorisation that 
includes the acquisition of this information must be sought, as set out elsewhere in the 
code. 
 
Further guidance on social media can be found in the Council’s Social Media Policy for 
Investigations. 

 
2.3 Public authority responsibilities 
 
Public authorities should ensure that arrangements are in place for the proper oversight 
and management of CHISs, including appointing individual officers as defined in Section 
29(5)(a) and (b) of the 2000 Act for each CHIS. 
 
The person referred to in section 29(5)(a) of the 2000 Act, (Handler), will have day to day 
responsibility for:  
 

• dealing with the CHIS on behalf of the authority concerned; 
• directing the day-to-day activities of the CHIS; 
• recording the information supplied by the CHIS, and  
• monitoring the CHIS’s security and welfare. 

 
The person referred to in Section 29(5)(b) of the 2000 Act, (Controller), will be responsible 
for the general oversight of the use of the CHIS.   
 
Controllers cannot be the AO, as they are separate and distinct statutory roles. Handlers 
will normally be at least one management tier below the Controller. This may or may not be 
the IO. 
 
In cases where the authorisation is for the use or conduct of a source whose activities 
benefit more than a single public authority, responsibilities for the management and 

http://www.camden.gov.uk/ccm/navigation
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   Page 19 of 32 
 

oversight of that source may be taken up by one authority or can be split between the 
authorities; in either case, record keeping will be required. 

 
2.4 Security and welfare 
 
Any public authority deploying a CHIS should take into account of their safety and welfare 
when carrying out actions in relation to an authorisation or tasking, and to foreseeable 
consequences to others of that tasking. Before authorising the use or conduct of a CHIS, 
the AO should ensure that a risk assessment is carried out to determine the risk to the 
CHIS of any tasking and the likely consequences should the role of the CHIS become 
known. The ongoing security and welfare of the CHIS after the cancellation of the 
authorisation should also be considered. 
 
The Handler is responsible for bringing to the attention of the Controller any concerns about 
the personal circumstances of the CHIS, insofar as they might affect:  
 

• the validity of the risk assessment;  
• the conduct of the CHIS, and  
• the safety and welfare of the CHIS.  

 
Where deemed appropriate, concerns about such matters must be considered by the AO, 
and a decision taken on whether or not to allow the authorisation to continue. 
 
2.5 Authorising the use of a CHIS  
 
The decision on whether or not to authorise the CHIS rests with the AO. Full details must 
be included in the authorisation form of the reason for the use of CHIS and outcomes which 
the CHIS activity is intended to produce. Officers must give significant thought to collateral 
intrusion (i.e. those who are unconnected with the subject, who may be affected by the 
CHIS and what private information may be gleaned about them). The authorisation request 
should be accompanied by a risk assessment form detailing how the CHIS is going to be 
handled and the arrangements which are in place for ensuring that there is, at all times, a 
person with the responsibility for maintaining a record of the use made of the source. 
 
The use of the CHIS must be proportionate to the offence being committed. It should also 
be used only when other methods of less intrusive investigation have been attempted or 
ruled out by the potential for compromise. The application form must include details of the 
resources to be applied, the anticipated start date and duration of the CHIS activity, if 
necessary, broken down over stages. CHIS authorisation forms should include enough 
detail for the AO to make an assessment of necessity and proportionality. Each request 
should detail the nature of the source activity and the tasking which is to be given.  

 
2.6 Magistrates Approval 
 
The Regulation of Investigatory Powers (Directed Surveillance and Covert Human 
Intelligence Sources) (Amendment) Order 2012, SI 2012/1500 and Criminal Procedure 
Rules 2012 Part 6  

 
The Protection of Freedoms Act 2012 inserts amended sections 32A and 32B into the 
Regulation of Investigatory Powers Act 2000 and requires Local Authorities to have all 

http://www.camden.gov.uk/ccm/navigation
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118173/local-authority-england-wales.pdf
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https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118173/local-authority-england-wales.pdf
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RIPA Directed Surveillance and CHIS Applications approved by Magistrates’ Court before 
they can come into effect.  
 
Once the internal authorisation has been completed, the Applicant must complete the 
application and draft order (Appendix 19) and have this reviewed by Legal Services before 
submitting the application to the appropriate Magistrates’ Court. Officers will need to 
decide whether to make the application in person before the Court, or whether an 
administrative application would be sufficient. Training and advice can be provided by 
Legal Services, as appropriate.   
 
2.7 Use of a CHIS in non-criminal cases 
 
The use of a CHIS will normally be part of an on-going criminal investigation. Even if the 
matter is not or has no likelihood of being a criminal investigation a General CHIS 
Authorisation Form must be completed, see Appendix 16. All of the same principles will 
apply when considering the use of CHIS for non-criminal matters, although authorisation is 
not given under RIPA Part II.  
 
With regard to employees, the Council still has to consider an employee’s right to privacy 
during a disciplinary investigation. Unlawful interference of the right to privacy may render 
the evidence obtained unusable in a criminal court. It should not affect evidence submitted 
to disciplinary panels. However, the process of authorisation is still needed to show that 
the council has not used a CHIS without proper consideration. In addition, if a CHIS is 
used without authorisation, the Council, and possibly individuals, may be sued for 
damages for a breach of human rights. Furthermore, an appeal tribunal may draw adverse 
inferences from such unlawful interference. 
 
Where investigations concern only civil matters, for example, tenancy investigations where 
the Council intend only to recover property, the use of the CHIS may be justified for the 
protection of rights of others (e.g. a fraudulent tenancy or illegal sub-let is depriving others 
on the waiting list of a home). 
 
2.8 Tasking a CHIS 
 
Each CHIS will be managed through a system of tasking and review. Tasking is the 
assignment given to the CHIS by either the Handler or Controller. The task could be asking 
the CHIS to obtain information, to provide access to information or to otherwise act for the 
benefit of the Council. The Handler is responsible for dealing with the CHIS on a day to 
day basis, tasking them, recording the information provided by the CHIS and monitoring 
the CHIS’s security and welfare. The Controller will have general oversight of these 
functions. 
 
A CHIS may wear or carry a surveillance device for the purpose of recording information. 
The CHIS may not leave devices on the premises after they have departed, as this would 
constitute intrusive surveillance. 
 
In some instances, the tasking given to a person will not require the CHIS to establish a 
personal or other relationship for a covert purpose. For example, a CHIS may be tasked 
with finding out purely factual information about the layout of commercial premises. 
Alternatively, a trading standards officer may be involved in the test purchase of items that 

http://www.camden.gov.uk/ccm/navigation
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have been labelled misleadingly or are unfit for consumption. In such cases, it is for the IO 
and AO to determine where, and in what circumstances, such activity may require 
authorisation. 
 
It is not the intention that authorisations be drawn so narrowly that a separate authorisation 
is required each time the CHIS is tasked. Rather, an authorisation might cover, in broad 
terms, the nature of the CHIS’s task. If this changes, then a new authorisation may need to 
be sought.  
 
It is difficult to predict exactly what might occur each time a meeting with a CHIS takes 
place, or the CHIS meets the subject of an investigation. There may be occasions when 
unforeseen actions or undertakings occur. When this happens, the occurrence must be 
recorded as soon as practicable after the event and, if the existing authorisation is 
insufficient, it should either be updated and re-authorised (for minor amendments only) or it 
should be cancelled and a new authorisation obtained before any further such action is 
carried out. 
 
Similarly, where it is intended to task a CHIS in a new way or significantly greater way than 
previously identified, the persons defined at as the Handler or Controller must refer the 
proposed tasking to the AO, who should consider whether a separate authorisation is 
required. This should be done in advance of any tasking and the details of such referrals 
must be recorded.  

 
2.9  Length of authorisation 
 
Written CHIS authorisations last for a maximum of twelve months; this includes 
authorisations using vulnerable adults. However, vulnerable adults would require a higher 
level of enhanced authorisation i.e. to be authorised by the Chief Executive. They may be 
renewed prior to the end of the 12-month period. Activity should be cancelled as soon as it 
is no longer required. CHIS authorisations should not be left in place once cancellation 
becomes appropriate. However, if a juvenile CHIS is used, the duration of the authorisation 
is limited to four months. 
 
In all cases, regular reviews should be carried out and normally be on a monthly basis from 
the date of authorisation. However, the frequency of the review should be stipulated by the 
AO based on the level of risk and the nature or extent of intrusion into the private lives of 
the subject. If a risk assessment has been conducted and if appropriate, the review period 
can be extended to take place every three, or even four, months from the date of 
authorisation. 
 
2.10   Reviews  
 
The AO should ensure that they review the authorisation on a regular basis in order to 
satisfy themselves that authority should continue.  Each operation should be reviewed after 
the key stages have been completed. The responsibility for the review rests with the AO. 
Details of the review should be recorded on an appropriate form and retained with the 
original authorisation held by the RIPA Co-ordinating Officer, a copy should also be held on 
the investigation file. Cases should be reviewed at no more than one-month intervals.  
Evidence of this review should be completed on the Review of the Use of a CHIS Form, 
see Appendix 7. 

http://www.camden.gov.uk/ccm/navigation
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2.11 Renewals 
 
There may be circumstances where the investigation requires a CHIS for a period longer 
than twelve months. In such cases, it will be necessary for the IO to obtain a renewal of 
authority from the AO and, in common with an initial authorisation, it will also need to be 
approved by a magistrate. A copy of the Application to Magistrate for RIPA Form, is 
available at Appendix 19. 
 
The IO should submit a renewal form with a copy of the original Application for 
Authorisation of the Use or Conduct of a CHIS to the AO. A copy of the Application for 
Renewal of the Use or Conduct of a CHIS Form is available at Appendix 8. 
 
The AO must review both documents to ensure that there is continuing justification for 
surveillance.  A copy of the renewal and the magistrates’ approval forms should be placed 
on the investigation file and the original sent marked ‘private and confidential’ to the RIPA 
Co-ordinating Officer to place on the central file. 
 
2.12 Cancellations 
 
The use of a CHIS should be no longer than necessary to gather the required information. 
The AO must cancel the authorisation if satisfied that the use of the CHIS is no longer 
required by completing a Cancellation of the Use or Conduct of a CHIS Form, see 
Appendix 9. 
 
A copy of the cancellation form should be placed on the investigation file and the original 
sent marked ‘private and confidential’ to the RIPA Co-ordinating Officer to place on the 
central file. 
 
PART 2(a) – TEST PURCHASES 

 
The original Code of Practice for test purchasing was published in 2002; it was an attempt 
to bring together the practice of the day and updated the original Home Office guidance 
contained in circular 17/1992. 

 
Changes in particular to alcohol licensing legislation have prompted a significant growth in 
the number of test purchase operations carried out by some local authorities and have also 
encouraged partnership working with other organisations, most notably, the Police. Other 
significant changes include an increase in the availability and use of Proof of Age Cards by 
young people, which again has an impact upon the nature of test purchase operations. 
There have also been a number of decided legal cases in this area. 

 
The RIPA policy has been updated to reflect changes in relation to test purchasing; the 
Home Office’s RIPA Codes of Practice should also be referred to as they are regularly 
updated and contain helpful operational scenarios relating to test purchasing. 

 
Officers responsible for the management of test purchasing exercises should consider – in 
association with the local authority’s policy and the views of the Authorising Officer – the 
provisions of section 26(2) RIPA (in particular, whether the activity is likely to result in the 
obtaining of private information about any person) and section 26(8) RIPA (in particular, 
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whether the test purchaser establishes or maintains a personal or other relationship with 
the seller). 

 
Clearly, in test purchasing operations, where it is the view of the manager and Authorising 
Officer that it is not likely to result in the obtaining of private information and no relationship 
will be established then RIPA authorisation is not required. 

 
In circumstances where the exercise is considered to fall outside the scope of RIPA, 
applicants should complete a “General Application for Authorisation of the Use or Conduct 
of a CHIS” form at Appendix 14. 

 
IO’s are expected to follow the CHIS Procedure as detailed in paragraphs 2.3 to 2.12 in 
conjunction with the specific LACORS Test Purchase Guide at Appendix 18. 

 
 
PART 3 – COMMUNICATIONS DATA 
 
All IOs must refer to the Communications Data – Code of Practice for examples and 
guidance when completing an application. 

 
3.1  What is communications data? 

 
The Investigatory Powers Act 2016 (IPA) regulates access to communications data. 
 
Communications data includes the ‘who’, ‘when’, ‘where’, and ‘how’ of a communication but 
not the content, i.e., what was said or written. It includes the way in which, and by what 
method, a person or thing (i.e., computer, mobile phone, etc.) communicates with another 
person or thing. It excludes anything within a communication including text, audio and video 
that reveals the meaning, other than inferred meaning. 
 
It can include the address to which a letter is sent, the time and duration of a 
communication, the telephone number or email address of the originator and recipient, and 
the location of the device. It covers electronic communications including internet access, 
internet telephony, instant messaging and the use of applications. It also includes postal 
services. 
 
Communications data is generated, held or obtained in the provision, delivery and 
maintenance of communications services including telecommunications or postal services. 
 
NB – It does not include the contents of any of the communications. There is no legal 
means for the Council to ‘intercept communications data’ under the IPA. 
 
Local authorities are not permitted to apply for the following data: 

• Internet Connection Records. 
• Content of data communications, e.g., content of text messages, emails, etc. 

 
Similar to applications for covert surveillance under RIPA, applicants must demonstrate 
necessity and proportionality. Applications for the acquisition of communications data 
should only be made where it is necessary for an Applicable Crime Purpose, as defined by 
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Section 60(A) of the IPA and that it is proportionate. Consideration must also be given to 
any collateral intrusion. 

 
This allows for applications to be made for Entity Data, previously referred to as subscriber 
data, where the purpose of obtaining the data is for the prevention and detection of crime. 
This definition permits the obtaining of Entity Data for ‘any’ crime, irrespective of 
seriousness. 

 
Applications for Events Data, previously referred to as service or traffic data, requires a 
higher standard, and applications for this data should only be made were the purpose is the 
prevention and detection of serious crime. Serious crime is defined in Section 86(2A) of 
the IPA. 
 
Further information on Entity Data and Events Data can be found in Communications Data 
– Code of Practice. 
 
3.2 Making an application 
 
All applications for communications data must be channelled through the National Anti-
Fraud Network (NAFN). 
 
If an IO considers it necessary to obtain communications data as part of an investigation, 
he or she must complete an application for requiring communications data to be obtained 
and disclosed, see 3.5 below. All requests for communication data must be made in writing. 
 
The form must record why the IO considers this data necessary and proportionate to 
what is to be achieved, and include any source material. 
 
3.3  Role of the Approved Rank Officer (ARO) 
 
The ARO’s role is to have an awareness of the application made by the IO and convey this 
to the NAFN Single Point of Contact (SPoC). 
 
Unlike the AO role with RIPA, the ARO does not authorise or approve any element of the 
application – only to acknowledge its existence. However, before acknowledging the 
application, the ARO may wish to review the necessity of the communications data in 
addition to ensuring it is proportionate to what it is sought to achieve. 
 
3.4  Investigatory Powers Commissioner's Office (IPCO) 
 
The IPCO is responsible for the approval and assessment of all communications data 
applications under the IPA. They undertake the following roles: 
 

• Independent assessment of all communications data applications; 
• Approval of any appropriate applications, and 
• Ensuring accountability of local authorities in the process and safeguarding 

standards. 
 
3.5    National Anti-Fraud Network (NAFN) 
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As a result of the Data Retention and Investigatory Powers Act 2014, the Home Office 
revoked all accreditation that currently enables local authority staff outside of NAFN to 
acquire communications data. During the passage of this legislation the Government 
decided, in line with the recommendation from the Commissioner, to make provision to 
ensure that all local authorities who wish to continue to be able to access communications 
data only do so via NAFN’s SPoC services. 
 
The NAFN SPoC is an individual specifically trained to facilitate the lawful acquisition of 
communications data and effective co-operation between a public authority, the IPCO and 
the telecommunications and postal operators. 

 
If not already done so, all applicants must first register with NAFN at NAFN Home - 
National Anti-Fraud Network. 
 
The communications data application process is as follows: 
 

• After logging onto the NAFN website, applicants complete the application form by 
first selecting the CycComms tab on the main page and then selecting “new form”. 

 
• Once the form is completed, the applicant submits this to NAFN. The NAFN SPoC 

will then review the application for legal compliance and, where necessary, provide 
feedback by returning it to the applicant with comments and advice for amendments. 
The applicant will then resubmit the form to the NAFN SPoC who will then submit for 
authorisation to the IPCO.  

 
• Where rework is required, the application will be returned to the applicant, via the 

NAFN SPoC and the applicant will have 14 calendar days to rework the application 
and resubmit. Failure to rework the application within the 14 days will result in 
the application being automatically rejected. 

 
• The IPCO will independently assess each application and will undertake one of the 

following actions: 
o Authorise the application; 
o Require reworking of the application, or 
o Reject the application. 

 
Where the IPCO rejects an application, the Council has three options: 
 

• Cease to proceed with the application; 
• Re-submit the application with revised justification and/or revised course of conduct 

to acquire the data, or 
• Re-submit the application without alteration and request a review of the decision by 

the IPCO. 
 
In the case of seeking a review, or affectively appealing against the original determination, 
the Council has 7 calendar days to seek the review. Any appeal must be made by the RIPA 
SRO. The IPCO will provide guidance on this process. 

 

http://www.camden.gov.uk/ccm/navigation
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3.6    Notices in pursuance of an authorisation 
 
The giving of a Notice is appropriate where a telecommunications operator or postal 
operator can retrieve or obtain specific data, to disclose that data, and the relevant 
authorisation has been granted. A Notice may require a telecommunications operator or 
postal operator to obtain any communications data, if that data is not already in its 
possession. 
 
For local authorities, the role to issue Notices to telecommunications/postal operators sits 
with the NAFN SPoC and it will be their role to ensure Notices are given. 
 
3.7    Duration of authorisations and Notices 
 
An authorisation becomes valid on the date the authorisation is granted by the IPCO and 
remains valid for a maximum of one month. Any conduct authorised or Notice served 
should be commenced and/or served within that month. 
 
Any Notice given under an authorisation remains in force until complied with or until the 
authorisation under which it was given is cancelled. 
 
All authorisations should relate to a specific date(s) or period(s), including start and end 
dates, and these should be clearly indicated in the authorisation. 
 
Where the data to be acquired or disclosed is specified as current, the relevant date is the 
date on which the authorisation was granted. Please note that where a date or period 
cannot be specified other than for instance; ‘the last transaction’ or ‘the most recent use of 
the service’, it is still permitted to request the data for that unspecifiable period. 
 
Where the request relates to specific data that will or may be generated in the future, the 
future period is restricted to no more than one month from the date of authorisation. 
 
3.8  Renewals and cancellations 
 
All Notices for disclosure of communications data are subject to cancellation requirements, 
if the information is no longer required. However, it should be noted that all Notices have a 
validity of a maximum of one month.  
 
A valid authorisation may be renewed for a period of up to one month by the grant of a 
further authorisation and takes effect upon the expiry of the original authorisation. This may 
be appropriate where there is a continuing requirement to acquire or obtain data that may 
be generated in the future. 
 
The applicant will need to consider whether the application for renewal remains necessary 
and proportionate and should reflect this in any renewal application made. The IPCO will 
need to consider this carefully in authorising any renewal. 
 
As soon as it is no longer necessary, or no longer proportionate to what is being sought 
to be achieved, a cancellation of an authority must be completed. The duty to cancel rests 
with the NAFN SPoC. 
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The NAFN SPoC must ensure that the relevant postal or telecommunications operator is 
informed of the cancellation. 
 
NB – Please ensure that all paperwork relating to the application is placed in the 
investigation file and copies be emailed to the RIPA Co-ordinating Officer to place on 
the central file. 
 
3.9  Recordable and reportable errors 
 
Where the error results in communications data being acquired or disclosed incorrectly, a 
report must be made to the IPC by whoever is responsible for it, i.e., reportable error. For 
example, the telecommunications operator must report the error if it resulted from them 
disclosing data not requested, whereas if the error is because the public authority provided 
incorrect information, they must report the error. The RIPA SRO would be the appropriate 
person to make the report to the IPC. 
 
Where an error has occurred before data has been acquired or disclosed incorrectly, a 
record will be maintained by the public authority, i.e., recordable error. These records 
must be available for inspection by the IPC. 
 
Further guidance and a non-exhaustive list of reportable and recordable errors can be 
found in the Communications Data – Code of Practice. 
 
3.10 Notification of serious errors under the IPA 
 
There may be rare occasions when communications data is wrongly acquired or disclosed 
and this amounts to a serious error. A serious error is anything that ‘caused significant 
prejudice or harm to the person concerned.’ It is insufficient that there has been a breach of 
a person’s human rights. In these cases, the local authority which made the error, or 
established that the error had been made, must report the error to the RIPA SRO and the 
IPC. 
 
When an error is reported to the IPC, they may inform the affected individual subject of the 
data disclosure, who may make a complaint to the Investigatory Powers Tribunal (IPT). The 
IPC must be satisfied that the error is a) a serious error AND b) it is in the public interest for 
the individual concerned to be informed of the error. 
 
Before deciding if the error is serious or not the IPC will accept submissions from the local 
authority regarding whether it is in the public interest to disclose. For instance, it may not be 
in the public interest to disclose if to do so would be prejudicial to the ‘prevention and 
detection of crime’. 
 
 
 
PART 4 – RECORD KEEPING AND MONITORING 
 
4.1 Record keeping 
 
To comply with the requirements of the IPCO, Camden Council must maintain a central file 
containing all authorisations, reviews, renewals and cancellations.  

http://www.camden.gov.uk/ccm/navigation
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In all instances as stated above, IOs should contact the RIPA Co-ordinating Officer to 
obtain a Unique Reference Number (URN) at the start of the application process. This URN 
must be written on the form in the box provided.  IO’s are responsible for ensuring that all 
the relevant original forms are forwarded to the RIPA Co-ordinating Officer, and for 
maintaining copies on the investigation file.  
 
The RIPA Co-ordinating Officer will ensure a confidential central file is maintained as 
required of the IPCO. Forms relating to the authorisation for the use of a CHIS will be held 
on a separate file along with the risk assessment form. A central file will be maintained for 
the CHIS, Handlers and Controllers and this will also be held by RIPA Co-ordinating 
Officer. In addition, individual Control Sheets will be maintained for directed surveillance, 
CHIS and communications data. This sheet will include information on the authorisations, 
reviews, renewals and cancellations as well as indication of any confidential information 
obtained. 
 
All applications (including those refused by an AO), authorisations, renewals and 
cancellations must be retained until they have been inspected by the IPCO (inspections are 
usually performed by IPCO every two or three years). Once the records have been 
inspected by IPCO, they should be disposed of by using the Council’s confidential waste 
bins, or if the record is stored electronically, deleted from all relevant folders. Records 
should be disposed/deleted seven years after the investigation has closed, or after 10 
years if the investigation had resulted in a successful prosecution. 
 
Confidential information is defined as medical, religious, legally privileged material, 
constituent information and confidential journalistic information. If this is acquired during the 
course of an operation it needs to be reported to the IPCO for a higher level of 
authorisation. 
 
4.2 Monitoring and quality 
 
The RIPA Co-ordinating Officer and the RIPA SRO will review a sample of the authorisation 
forms on a regular basis and where necessary provide feedback/suggestions to the 
IOs/AOs to ensure all authorisations meet the required standard. 

 
4.3 Identifying authorities 
 
A sequential numbering system to simplify the central filing will be introduced to enable 
ease of identification. The RIPA Co-ordinating Officer will supply a unique reference 
number (URN) at the outset of the application for authorisation that all departments will be 
required to use.  An authorisation will be identified in the following manner:  
 
Directorate/Service/Investigation case no./authorisation number (see examples 
below) 
 
CS/AUD/xxxxx/01 
SC/TS/xxxxx/xx 
SC/HIT/xxxxx/xx 
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NB – Additional identification numbers as highlighted below should be inserted on 
forms by the IO to identify the type of form.  See examples below. 

 
Reviews  
Insert ‘RV’ before the 
authorisation number 
(e.g. CS/AUT/0011/RV0225) 

Renewals  
Insert ‘RN’  before the 
authorisation number  
(e.g. SC/TS/xxxxx/RN01) 

Cancellations  
Insert ‘C’ before the 
authorisation number  
(e.g. SP/TS/xxxxx/C07) 

 
 
 

RIPA Senior Responsible Officer (SRO):   
Nasreen Khan 
Head of Internal Audit, Investigations and Risk Management 
 
RIPA Co-ordinating Officer: 
Kam Wong 
Principal Investigator 
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Appendix 1 – List of Authorising Officers/Approved Rank Officers (as of July 2026) 
 
 

Position Authorising Officers Level of Authority* 
Chief Executive Jon Rowney  1 
Director of Housing Glendine Shepherd 2 
Director of Finance Daniel Omisore 2 
 
 
 

*Key to Level of Authority 
 1 Head of Paid Service (Chief Executive) – Children/Vulnerable Adults or where confidential information is likely to 

be obtained  

 2 Executive Directors/Directors – All other authorisations including CHIS  
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Appendix 20 
LOCAL AUTHORITY PROCEDURE: APPLICATION TO A JUSTICE OF THE PEACE SEEKING AN 
ORDER TO APPROVE THE GRANT OF A RIPA AUTHORISATION OR NOTICE 
 
 
 
 
 
 
 
 

 
 
 

 
 
 

 

Does investigator intend to use 
directed surveillance? 

• Complete RIPA 
authorisation/notice form, and 
seek approval of authorising 
officer/designated person as 
per current arrangements. 

• Complete application part of 
the judicial application/order 
form for JP 

Outside usual office hours: 
 

A JP may consider an 
authorisation out of hours in 
exceptional circumstances. If the 
authorisation is urgent and cannot 
be handled the next working day 
then you should:  
• Phone the court’s out of hours 

HMCTS legal staff contact. 
You will be asked about the 
basic facts and urgency of the 
authorisation. If the police are 
involved in the investigation 
you will need to address why 
they cannot make a RIPA 
authorisation. 

• If urgency is agreed, then 
arrangements will be made for 
a suitable JP to consider the 
application. You will be told 
where to attend and give 
evidence. 

• Attend hearing as directed 
with two copies of both the 
counter-signed RIPA 
authorisation form or notice 
and the accompanying judicial 
application/order form. 

Local authority investigator wants to use a RIPA technique (directed surveillance, CHIS (covert human 
intelligence source) or communications data) 

 

No Yes 

Is the local authority investigating 
an offence and does that offence 

attract a maximum custodial 
sentence of 6 months or more? 

No Yes 

Is the offence being investigated 
either: 

section 146/147/147A of the Licensing 
Act 2003, section 92 of the Children 

and Families Act 2014 or 
section 7 of the Children and Young 

Persons Act 1933 

No Yes 

Within Office Hours 
Local authority investigator to 

contact Her Majesty’s Courts and 
Tribunals Service (HMCTS) 

administration at the magistrates’ 
court to arrange a hearing 

Attend court with: 
• counter-signed RIPA 

authorisation. 
• the accompanying judicial 

application/order form. 
• any other relevant reference 

or supporting material. 

Outcome 

Investigator may not use directed 
surveillance. The case should be 

investigated by other means. 
Continue to assess if threshold is 
met if further offences come to 
light as the case progresses.  

This may be appropriate if the JP 
considers that an application is 
fundamentally flawed. The local 

authority must be given at least 2 
business days in which to make 

representation before the 
authorisation is quashed. In these 

circumstances a local authority 
cannot use the technique and will 
need to seek fresh authorisation 

internally before reapplying. 

The grant or renewal of the RIPA 
authorisation will not take effect 
and the local authority may not 
use the covert technique. Local 

authority may wish to address, for 
example, a technical error and 

reapply. 

 
Technique may be used in this 

case. Investigator to resubmit to 
the JP any renewal or 

authorisation for the use of a 
different technique in this case. 

Obtain signed order and retain original RIPA authorisation/notice. For CD authorisations or notices, local authority investigator 
to provide additional copy of the IPCO’s decision to the RIPA Co-Ordinator. If out of hours, a copy of the signed order to be 
provided to the court the next working day. 

 

Refuse to 
approve the 

grant or renewal 
and quash the 
authorisation. 

Refuse to 
approve the 

grant or renewal 
of an 

authorisation. 

Approve the 
grant or renewal 

of an 
authorisation. 

No 
further 
action 
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Appendix 21 – Flow chart showing the RIPA authorisation procedure 
 

Requesting Officer (“The Applicant”) must: 
• Read the RIPA Corporate Authorisation Policy and be aware of any other relevant guidance. 
• Determine that directed surveillance and/or CHIS authorisation is required. 
• Assess whether authorisation is necessary under RIPA and whether the surveillance could be done 

overtly. 
• Consider whether surveillance is necessary and proportionate (if in doubt, consult Legal Services) 

If a less intrusive 
option is available 
and practicable – 
use that option! 

If authorisation is necessary and 
proportionate, prepare and 

submit an application for approval 
to the Authorising Officer 

Authorising Officer must: 
• Consider in detail whether all options have been duly considered, including taking into account the 

RIPA Corporate Authorisation Policy and any other relevant guidance. 
• Consider whether the proposed surveillance is necessary and proportionate. 
• Authorise only if an overt or less intrusive option is not practicable. 
• Sign approval and forward to RIPA Co-Ordinator in Internal Audit. 
• Set an appropriate review date (normally one month after authorisation date). 

Authorising Officer must: when proposing to approve an application for the use of 
directed surveillance (or for the use of a CHIS) must immediately inform the RIPA Co-
Ordinator and advise the applicant to make arrangements for an application to the 
Magistrates Court for an order to approve the authorisation to be made. 

If the Magistrates Court approve the authorisation: 

The Applicant must: 
REVIEW REGULARLY (complete 
Review Form) and submit to 
Authorise Officer on date set. 

The Applicant must: 
If operation is no longer necessary 
or proportionate, complete 
CANCELLATION FORM and 
submit to Authorised Officer. 

Authorising Officer must: 
If surveillance is still necessary and 
proportionate: 

• Review authorisation. 
• Set an appropriate further 

review date. 

Authorising Officer must: 
Cancel authorisation when it is no 
longer necessary or proportionate 
to need the same. 

ESSENTIAL 
 

All forms (and 
any signed order 
of the Justice of 
the Peace) must 

be sent to the 
RIPA Co-

Ordinator for 
inclusion in the 
Central Record. 

http://www.camden.gov.uk/ccm/navigation
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Appendix 1 – List of Authorising Officers/Approved Rank Officers (as of August 2025) 


Position Authorising Officers Level of Authority* 


Chief Executive Jon Rowney 1 


Director of Housing Glendine Shepherd 2 


Director of Finance Daniel Omisore 2 


*Key to Level of Authority


1 Head of Paid Service (Chief Executive) - Children/Vulnerable Adults or where confidential information is likely to be 
obtained


2 Executive Directors/Directors – All other authorisations including CHIS 
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		Unique Reference Number (URN)

		







Part II of the Regulation of Investigatory Powers Act 2000


Lawful Business Practice Regulations

General Authorisation Directed Surveillance 


		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN






		



		Name of Applicant

		

		Unit/Branch /Division

		



		Full Address

		



		Contact Details

		



		Investigation/Operation Name (if applicable)

		



		Investigating Officer (if a person other than the applicant)

		





		DETAILS OF APPLICATION



		1. Give rank or position of authorising officer in accordance with the Regulation of Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources) Order 2003; No. 3171. 




		



		2. Describe the purpose of the specific operation or investigation (C5 / 5.8 CoP).



		



		3. Describe in detail the surveillance operation to be authorised and expected duration (C5 / 5.10-5.11), including any premises, vehicles or equipment (e.g. camera, binoculars, recorder) that may be used C2 / 2.8-2.20 and 2.27-2.29).



		



		4. The identities, where known, of those to be subject of the directed surveillance C2 / 2.6-2.7 Private Information)..



		· Name:


· Address:


· DOB:


· Other information as appropriate:








		5. Explain the information that is desired to be obtain as a result of the directed surveillance C5 / 5.8.



		



		6. Identify on which grounds the directed surveillance is necessary under Section 28(3) of RIPA. Delete those that are inapplicable. Ensure that you know which of these grounds you are entitled to rely on. (SI 2003 No.3171)



		· For the purpose of preventing or detecting crime or of preventing disorder.

NOTE:  Do NOT change, this is the only ground that Local Authorities can apply for surveillance.





		7. Explain why this directed surveillance is necessary on the grounds you have identified [Code paragraph 3.4 to 3.7]



		



		8. Supply details of any potential collateral intrusion and why the intrusion is unavoidable. [Bear in mind Code paragraphs 3.8 to 3.10] 

      Describe precautions you will take to minimise collateral intrusion.



		





		9. Explain why this directed surveillance is proportionate to what it seeks to achieve. How intrusive might it be on the subject of surveillance or on others? And why is this intrusion outweighed by the need for surveillance in operational terms or can the evidence be obtained by any other means? [Code paragraph 3.4 – 3.7]



		



		10. Confidential information. [Code chapter 4, paragraphs 4.27 to 4.31]


INDICATE THE LIKELIHOOD OF ACQUIRING ANY CONFIDENTIAL INFORMATION:



		





Applicant’s Details


		11. .



		Name (print)

		

		Tel No:

		



		Grade/Rank

		

		Date

		



		Signature

		



		





		12. Authorising Officer's Statement. Code chapter 5, paragraphs 5.1-5.11  [Spell out the “5 Ws” – Who; What; Where; When; Why and HOW– in this and the following box.]



		



		13. Explain why you believe the directed surveillance is necessary. [Code chapter 3, paragraph 3.4]


      Explain why you believe the directed surveillance to be proportionate to what is sought to be   achieved by carrying it out. [Code chapter 3 paragraph 3.5]



		





		14. (Confidential Information Authorisation.) Supply detail demonstrating compliance with Code chapter 4, paragraphs 4.27 to 4.31



		



		Date of first review

		



		Programme for subsequent reviews of this authorisation: [Code chapter 5 paragraphs 5.12 to 5.16 for AO responsibility, paragraphs 3.22 to 3.26 specific guidance].  Only complete this box if review dates after first review are known. If not or inappropriate to set additional review dates then leave blank.



		



		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date and time

		



		

		

		Expiry Date and Time

		



		Expiry date and time [ e.g.: authorisation granted on 1 April 2005 - expires on 30 June 2005, 23.59 ]





		15. Urgent Authorisation [Code paragraphs 5.5, 5.9 and 5.11]:  Authorising officer: explain why you considered the case so urgent that an oral instead of a written authorisation was given. 



		





		16. If you are only entitled to act in urgent cases: explain why it was not reasonably practicable for the application to be considered by a fully qualified authorising officer (C5 – 5.4 – 5.6)



		



		Name (Print)

		

		Grade/ Rank

		

		



		Signature

		

		Date and Time

		

		



		Urgent authorisation Expiry date:

		

		Expiry time:

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation



		Remember the 72 hour rule for urgent authorities – check Code of Practice.

e.g. authorisation granted at 5pm on June 1st expires 4.59pm on 4th June





�  For local authorities:  The exact position of the authorising officer should be given.  For example, Head of Trading Standards.
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		UNIQUE REFERENCE NUMBER (URN)

		







PART II OF THE REGULATION OF INVESTIGATORY


POWERS ACT (RIPA) 2000


Lawful Business Practice Regulations

General review of A directed surveillance authorisation


		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN






		



		Applicant

		

		Unit/Branch /Division

		



		Full Address

		



		Contact Details

		



		Operation Name

		

		URN

		



		Date of authorisation or last review

		

		Expiry date of authorisation or last review

		



		

		Review Number

		





		DETAILS OF REVIEW:



		1. Review number and dates of any previous reviews (C3 – 3.22 – 3.24 CoP).



		Review Number

		Date



		

		



		



		2. Summary of the investigation/operation to date, including what private information has been obtained (C4 / 4.27-4.31 CoP Property Surveillance) and the value of the information so far obtained (C3 / 3.22-3.26).



		



		





		3. Detail the reasons why it is necessary (C3 /  3.3-3.4)  to continue with the directed surveillance (C3 / 3.22-3.26).



		





		4. Explain how the proposed activity is still proportionate to what it seeks to achieve (C3 / 3.3-3.7 CoP).



		





		5. Detail any incidents of collateral intrusion and the likelihood of any further incidents of collateral intrusions occurring (C3 / 3.8-3.11 CoP).



		



		



		6. Give details of any confidential information acquired or accessed and the likelihood of acquiring confidential information (C4 / 4.27-4.31).



		





		7. Applicant's Details



		Name (Print)

		

		Tel No

		



		Grade/Rank

		

		Date

		



		Signature

		





		



		8. Review Officer's Comments, including whether or not the directed surveillance should continue (C3 / 3.22-3.26 CoP).



		





		



		9. Authorising Officer's Statement.



		I, [insert name], hereby agree that the directed surveillance investigation/operation as detailed above [should/should not] continue [until its next review/renewal] [it should be cancelled immediately].



		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation



		



		10. Date of next review.
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		UNIQUE REFERENCE NUMBER (URN)

		







PART II OF THE REGULATION OF INVESTIGATORY


POWERS ACT (RIPA) 2000


Lawful Business Practice Regulations

General APPLICATION FOR RENEWAL of A directed


surveillance authoriSATION


(Please attach the original authorisation)


		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN



		



		Name of Applicant

		

		Unit/Branch /Division

		



		Full Address

		



		Contact Details

		



		Investigation/Operation Name (if applicable)

		



		Renewal Number

		





		DETAILS OF RENEWAL:



		1. Renewal numbers and dates of any previous renewals (C5 / 5.15).



		Renewal Number

		Date



		

		



		2. Detail any significant changes to the information as listed in the original authorisation as it applies at the time of the renewal (C5 – 5.15 CoP).



		





		3. Detail the reasons why it is necessary to continue with the directed surveillance (C5. 5.15 CoP).



		





		4. Detail why the directed surveillance is still proportionate to what it seeks to achieve (C3. 3.4 – 3.7).



		





		5. Indicate the content and value to the investigation or operation of the information so far obtained by the directed surveillance (C5 / 5.14 CoP)



		



		6. Give details of the results of the regular reviews of the investigation or operation (C3 / 3.22 CoP)



		



		



		7. Applicant's Details



		Name (Print)

		

		Tel No

		



		Grade/Rank

		

		Date

		



		Signature

		



		





		8. Authorising Officer's Comments.  This box must be completed.



		





		



		9. Authorising Officer's Statement.



		I, [insert name], hereby authorise the renewal of the directed surveillance operation as detailed above.  The renewal of this authorisation will last for 3 months unless renewed in writing.


This authorisation will be reviewed frequently to assess the need for the authorisation to continue.





		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date

		



		Renewal From:

		Time:

		

		Date:

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation





		Date of first review.

		



		Date of subsequent reviews of this authorisation.
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		Unique Reference Number (URN)

		







Part II of the Regulation of Investigatory Powers Act 2000


Lawful Business Practice Regulations

General Cancellation of a Directed Surveillance authorisation


		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN



		



		Name of Applicant

		

		Unit/Branch /Division

		



		Full Address

		



		Contact Details

		



		Investigation/Operation Name (if applicable)

		





		Details of cancellation:



		1. Explain the reason(s) for the cancellation of the authorisation (C5 – 5.17-5.18 CoP):



		





		2. Give details of surveillance product, if applicable (C5 – 5.18) :



		





		3. Give details of how the Surveillance Product has been disposed of (Confidential Information C4 – 4.27 – 4.31):



		





		4. Explain the value of surveillance in the operation (C5 / 5.15):



		





		



		5. Authorising officer's statement.



		I, [insert name], hereby authorise the cancellation of the directed surveillance investigation/operation as detailed above.

I, [insert name], confirm that I am not involved in the investigation.






		Name (Print)

		

		Grade

		



		Signature

		

		Date

		



		



		6. Time and Date of when the authorising officer instructed the surveillance to cease.



		Date:

		

		Time:

		



		



		7. Authorisation cancelled.

		Date:

		

		Time:
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		Operation Reference Number* (*Filing Ref)

		





PART II OF THE REGULATION OF INVESTIGATORY 


POWERS ACT (RIPA) 2000


Lawful Business Practice Regulations


General APPLICATION FOR AUTHORisation of the use or conduct 


of a covert human intelligence source (CHIS)


		Public Authority


(including full address)

		



		



		Name of Applicant

		

		Unit/Branch /Division

		



		Full Address

		



		Contact Details

		



		Investigation/Operation Name (if applicable)

		



		



		Details of application:



		1. Give rank or position of authorising officer in accordance with the Regulation of Investigatory Powers (Prescription of Offices, Ranks and Positions) Order 2000/2417.




		





		



		2. Identify which grounds the action is necessary under section 29(3) of RIPA:  delete as inapplicable



		· For the purpose of preventing or detecting crime or of preventing disorder;


· In the interests of public safety;


· For the purpose of protecting public health;



		



		3. Explain why the use or conduct of a covert human intelligence source (CHIS) is necessary in this particular case (C 3 / 3.3. CoP)



		



		



		4. Explain why the authorised conduct or use of a source is proportionate to what it seeks to achieve (C3 / 3,5-3.6 CoP).



		



		



		5. Details of the purpose for which the source will be tasked or deployed (C5 / 5.8 – 5.10)..



		



		



		6. Where a specific investigation or operation is involved, details of that investigation or operation.



		



		



		7. Nature of what the source will be tasked to do.



		



		



		8. Details of the risk assessment on the security and welfare of using the source (C3 /3.10)



		



		



		9. Collateral Intrusion.


INDICATE ANY POTENTIAL FOR COLLATERAL INTRUSION ON OTHER PERSONS THAN THOSE TARGETED:  INCLUDE A PLAN TO MINIMISE COLLATERAL INTRUSION (c 3 / 3.8-3.10)



		



		



		10. Confidential Information.


INDICATE THE LIKELIHOOD OF ACQUIRING ANY CONFIDENTIAL INFORMATION (c3 / 3.9).



		



		



		11. Anticipated Start

		Date:

		

		Time:

		





		





Applicant’s Details


		12. 



		Name (print)

		

		Tel No:

		



		Grade/Rank

		

		Date

		



		Signature

		

		



		



		13. Authorising Officer's Comments.  This box must be completed.



		



		



		14. Authorising Officer's Statement.



		I, [insert name], hereby authorise the conduct or use of a covert human intelligence source as detailed above.  This written authorisation will cease to have effect at the end of a period of 12 months unless renewed (see separate form for renewals).


This authorisation will be reviewed frequently to assess the need for the authorisation to continue.






		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation



		



		15. Date of first review:

		



		16. Date of subsequent reviews of this authorisation:

		



		



		17. Confidential Information Authorisation.



		



		Name (Print)

		

		

		Grade / Rank

		

		



		Signature

		

		

		Date

		

		



		



		From

		Time:

		

		Date:

		



		





		18. Urgent Authorisation:  Details of why application is urgent.



		



		Name (Print)

		

		

		Grade/ Rank

		

		



		Signature

		

		

		Date/Time

		

		



		





		19. Authorising officers statement.  (This must include why the authorising officer or the person entitled to act in their absence considered the case urgent).



		



		



		20. Please give the reasons why the person entitled to act in urgent cases considered that it was not reasonably practicable for the authorisation to be considered by a person otherwise entitled at act.



		



		Name (Print)

		

		

		Grade/ Rank

		

		



		Signature

		

		

		Date/Time
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�  For local authorities:  The exact position of the authorising officer should be given.  For example, Head of Trading Standards rather than officer responsible for the management of an investigation
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		Unique Operation Reference Number* (*Filing Ref)

		







Part II of the Regulation of Investigatory Powers Act (RIPA) 2000


Lawful Business Practice Regulations

General Review of a Covert Human Intelligence Source (CHIS) authorisation

		Public Authority


(including full address)

		



		



		Applicant

		

		Unit/Branch

		



		Full Address

		



		Contact Details

		



		Pseudonym or reference number of source

		



		Operation Name

		

		Operation Number*


*Filing Ref

		



		Date of authorisation or last renewal

		

		Expiry date of authorisation or last renewal

		



		

		Review Number

		





		



		Details of review:



		1. Review number and dates of any previous reviews.



		Review Number

		Date



		

		



		2. Summary of the investigation/operation to date, including what information has been obtained and the value of the information so far obtained (C3 / 3.22-3.26)..



		



		





		3. Detail the reasons why it is necessary to continue with using a Covert Human Intelligence Source (C3 / 3.4)..



		



		



		4. Explain how the proposed activity is still proportionate to what it seeks to achieve (C 3 / 3.5-3.6).



		





		



		5. Detail any incidents of collateral intrusion and the likelihood of any further incidents of collateral intrusions occurring (C3 / 3.8)..



		



		



		6. Give details of any confidential information acquired or accessed and the likelihood of acquiring confidential information (C 3 / 3.9)..



		



		7. Give details of the review of the risk assessment on the security and welfare of using the source(C3 / 3.10)..



		



		



		8. Applicant's Details



		Name (Print)

		

		Tel No

		



		Grade/Rank

		

		Date

		



		Signature

		





		



		9. Review Officer's Comments, including whether or not the use or conduct of the source should continue?



		





		



		10.  Authorising Officer's Statement. The authorisation should identify the pseudonym or reference number of the source not the true identity.



		



		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date

		



		Date of next review:

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation
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		Unique Operation Reference Number* (*Filing Ref)

		







Part II of the Regulation of Investigatory Powers Act (RIPA) 2000


Lawful Business Practice Regulations


General Application for renewal of a Covert Human Intelligence Source (CHIS) Authorisation 


(Please attach the original authorisation) 

		Public Authority


(including full address)

		



		



		Name of Applicant

		

		Unit/Branch

		



		Full Address

		



		Contact Details

		



		Pseudonym or reference number of source

		



		Investigation/Operation Name (if applicable)

		



		Renewal Number

		





		Details of renewal:



		1. Renewal numbers and dates of any previous renewals (C 5 / 5.15).



		Renewal Number

		Date



		

		



		





		



		2. Detail any significant changes to the information as listed in the original authorisation as it applies at the time of the renewal (C5 / 5.15 CoP)..



		



		



		3. Detail why it is necessary to continue with the authorisation, including details of any tasking given to the source (C3 / 3.4). . 



		



		



		4. Detail why the use or conduct of the source is still proportionate to what it seeks to achieve (C3 / 3.5-3.6)..



		



		





Detail the use made of the source in the period since the grant of authorisation or, as the case may be, latest renewal of the authorisation (C5 / 5.15-5.15 CoP).


		5. 



		



		



		6. List the tasks given to the source during that period and the information obtained from the conduct or use of the source.



		



		



		7. Detail the results of regular reviews of the use of the source (C3 / 3.22).



		



		



		8. Give details of the review of the risk assessment on the security and welfare of using the source (C3 / 3.10).



		



		



		9. Applicant's Details



		Name (Print)

		

		Tel No

		



		Grade/Rank

		

		Date

		



		Signature

		



		



		10. Authorising Officer's Comments.  This box must be completed.



		





		



		11.  Authorising Officer's Statement. The authorisation should identify the pseudonym or reference number of the source not the true identity.





		



		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date

		



		Renewal From:

		Time:

		

		Date:


End date/time of the authorisation

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation





NB. Renewal takes effect at the time/date of the original authorisation would have ceased but for the renewal

		Date of first review:

		



		Date of subsequent reviews of this authorisation:
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		Operation Reference Number* (*Filing Ref)

		





PART II OF THE REGULATION OF INVESTIGATORY 


POWERS ACT (RIPA) 2000


Lawful Business Practice Regulations


GENERAL CANCELLATION OF AN AUTHORISATION FOR THE USE OR CONDUCT OF A COVERT HUMAN INTELLIGENCE SOURCE


		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN



		



		Name of Applicant

		

		Unit/Branch /Division

		



		Full Address

		



		Contact Details

		



		Investigation/Operation Name (if applicable)

		



		



		Details of cancellation:



		1. Explain the reason(s) for the cancellation of the authorisation (C 5 / 5.10 and  5.17-5.18 CoP):



		





		



		2. Explain the value of the source in the operation (C5 / 5.15)::



		





		



		3. Authorising officer's statement.



		I, [insert name], hereby authorise the cancellation of the use or conduct of the source as detailed above.



		Name (Print)

		

		

		Grade

		

		



		Signature

		

		

		Date

		

		



		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation





		



		4. Time and Date of when the authorising officer instructed the use of the source to cease.



		Date:

		

		Time:

		



		



		5. Authorisation cancelled

		Date:

		

		Time:
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FOREWORD TO THE GUIDE  


The original Code of Practice for test purchasing was published in 2002; it was an attempt to 
bring together the practice of the day and updated the original Home Office guidance 
contained in circular 17/1992.  


Changes in particular to alcohol licensing legislation have prompted a significant growth in the 
number of test purchase operations carried out by some Local authorities and have also 
encouraged partnership working with other organisations, most notably, the Police. Other 
significant changes include an increase in the availability and use of Proof of Age Cards by 
young people, which again has an impact upon the nature of test purchase operations. There 
have also been a number of decided legal cases in this area.     


The Guide has been updated to reflect changes in relation to test purchasing and the Office of 
Surveillance Commissioners (OSC) procedures and guidance document in relation to the 
Regulation of Investigatory Powers Act 2000 (RIPA).  


It brings together current thinking and practice and seeks to establish a benchmark for future 
operations. Although the Guide does not specifically mention sales over the internet LACORS 
believes that the principles of this guidance could cover such sales.  


The use of this Practical Guide to Test Purchasing is endorsed by the Home Office and the 
Trading Standards Institute.  


This Guidance applies to England and Wales.  


SUMMARY OF MAIN CHANGES  


For ease of reference, the main changes to the original 2002 code are outlined below:    


I.  “Under age” means any age up to the age at which sales are permitted for the 
product by the legislation;  


II.  Under certain circumstances, young people may be employed and therefore 
paid for their participation in the operation;   


III.  In limited exceptional circumstances, young people may be permitted to lie 
about their age when attempting a test purchase;  


IV.  It is recommended that Officers are checked by the Criminal Records Bureau 
prior to participating;  


 
V.  It is recommended that Risk Assessments are carried out; especially where test 


purchase operations are made at on-licensed premises;   
 


VI.   Inclusion of updated information relating to surveillance and use of Covert Human          
Intelligence Sources (CHIS) under RIPA.  
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SECTION 1  


1.    INTRODUCTION  


1.1  Local authorities have responsibility for the enforcement of legislation relating to the sale 
of age-restricted products such as tobacco, alcohol, knives and fireworks.  


 The participation of young people in test purchasing operations forms a valuable part of 
the local authority strategy designed to assess and maintain compliance with the 
legislation that deals with age restricted products (see Annex 1).  


 Test Purchase operations are designed to complement the overall enforcement 
programme dealing with age restricted sales and should not be viewed in isolation.  


 Increased compliance with age restricted legislation serves to protect the health, safety 
and welfare of young people and the communities in which they live and helps to prevent 
anti-social behaviour.   


 
1.2 The Guide will be maintained on the LACORS website. Local authorities will be advised of 


any amendments via email notification. The Guide will be reviewed when appropriate to 
take account of legal developments and updated practices employed by local authorities.   
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SECTION 2  


2.  OVERVIEW  


2.1  Many local authorities have adopted test purchase operations as a part of their overall 
strategy to assess and improve compliance with legislation that controls the sale and 
supply of age restricted products. Other activities undertaken by local authorities to 
promote and / or improve compliance in this area include:   


o Carrying out programmes of education by means of publicity, business seminars, 
production of guidance material, visits, inspections etc;  


 
o Implementation of Proof of Age Schemes, many of which are now PASS


1 


accredited.  
 
2.2 It is acknowledged that decisions around specific enforcement policies and actions will 


necessarily reflect local needs and priorities. This Guide is intended as a basis to assist in 
such local decision making. LACORS expects that enforcement activities should be 
reasonable and proportionate given the circumstances and that the actions are undertaken 
in order to secure compliance with the legislation.  


1
 “PASS” refers to the Proof of Age Standards Scheme which seeks to accredit legitimate Proof of Age schemes 


that meet established criteria  
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SECTION 3  


3.  OPERATIONAL CONSIDERATIONS   
 
3.1 Risk Assessments and Criminal Records Bureau (CRB)


2 


checks  


Local authorities that wish to carry out test purchase operations involving young people 
should have regard to current practice and the principles of risk assessment. These should 
be carried out in accordance with the Local authorities own procedures in respect of health 
and safety and each test purchaser should be subject to an individual risk assessment as to 
their suitability for the activity being undertaken.    


This will be of particular relevance where operations are planned in “on-licence” premises.  


An example of a ‘standard’ risk assessment that authorities may wish to undertake may be 
found at Annex 2 to this Guide. It is a matter for each Local Authority to determine how 
such an assessment is made.   


Depending upon the outcome of any risk assessment, a decision may be made concerning 
the need, or otherwise, to have an officer/s present within the premises with the young 
person at the time of the attempted purchase.   


There may be occasions where the nature of the business premises precludes the 
presence of an officer, for example the premises may be too small to accommodate an 
Officer without drawing undue attention to themselves.   


Where there is no Officer within the premises, other means must be provided to ensure that 
communication with the young person is possible; this may be by means of mobile phone 
for example. It may also be desirable for such attempts to be recorded, the use therefore of 
covert equipment is deemed appropriate but not essential.  


Nothing in this Guide precludes the use of more than one young person in a test purchase 
operation if, in the opinion of the Authority, this increases the security of the young persons 
within a premises and presents a more realistic setting for the operation to take place.  


It is recommended that all officers undertaking work with children and young persons 
complete either a standard or enhanced disclosure, as decided by individual local 
authorities and prescribed by the Criminal Records Bureau – commonly known as a CRB 
check. Local Authority Social Services or Human Resource staff should be able to assist 
with this process.  


3.2 Selection of Young People  


Local authorities must ensure that the young person and their parent(s)/carer(s) are fully 
conversant with the nature of the test purchase operation and the possible outcomes 
where any illegal sale is made.  


 
 
 
2
 CRB will be supplemented by the Independent Safeguarding Authority in 2010   
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a) Participation may be on a voluntary basis or paid but must have the consent of the young 


person and his/her parent(s) or carer(s) – see note on employment in section 3.5.  


b) The parent/carer of the young person must fully understand the nature of the task involved 
and give their written consent and example of standard documentation is provided at Annex 
3 & 4.  


c) Volunteers may be sought from any source, for example, the relatives of local authority staff, 
local youth groups, schools or police cadets see also section on employment below. If, in the 
opinion of the Officer a young person appears to be over-eager to take part and to obtain a 
purchase, they should be rejected for the purposes of that operation.   


Whilst the actual age of the young person selected is a matter for each Local Authority to 
determine within the context of the particular operation the young person must be younger 
than the age stated for the purchase of the particular product for example, for a test 
purchase of cigarette lighter refills, the young person must be less than 18 year old.   


d) The young person must not look older than their age. It is acknowledged that child 
development is not an exact science; however, the young person should be representative 
of their age group.    


A useful test may be drawn from Section 146 the Licensing Act 2003 where part of the 
defence states “nobody could reasonably have suspected from the individual's appearance 
that he was aged under 18”. If therefore a reasonable person assesses the age of the test 
purchaser to be below that stipulated for the product being tested then the young person will 
be deemed to be suitable for the operation.  


(Note  the provisions of the Intoxicating Substances (Supply) Act 1985 where in addition to 
the age restriction imposed, for the offence to be proved the seller must know that the 
product is to be used to intoxication and inhalation purposes).  


Consideration should also be given to the clothing, jewellery and makeup worn by the young 
person. The purpose is to replicate as far as possible reality, therefore, within reason, the 
young person should be permitted to wear their normal clothing for visiting the particular 
establishment under test. For example, if the operation involves an on licensed premise, it 
may be normal practice for the young person to wear make up and jewellery. Nothing in this 
guide advocates that the young person should make a deliberate attempt to make 
themselves look older than they are.   


e) Where the test purchase operation is for the purpose of obtaining evidence for potential 
legal proceedings, then at the outset, proof of the age of the young person must be 
obtained. This may be in the form of the birth certificate produced by their parent or 
guardian, or by evidence of photographic ID such as a Passport, Driving Licence or PASS 
accredited Proof of Age Card.  
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3.3  Welfare of Young People involved in Test Purchase Operations   


The welfare of the young person involved in the test purchase operation is paramount, to 
assist with an interpretation of what this means reference may be made to:  


The UN Convention on the Rights of the Child  (International Treaty) has been ratified by 
the UK Government and provides the rights and welfare principles specifically for children.   


     Of particular relevance is Article 3  which provides that:  


“The best interests of the child shall be a primary consideration in all actions 
concerning children, and administrative measures shall be appropriate to ensure 
each child such protection and care as is necessary for his or her wellbeing, taking 
into account the rights and responsibilities of his or her parents or guardians. 
Institutions, services and facilities responsible for the care and protection of children 
shall conform to the established standards, particularly for safety, health, the number 
and suitability of staff, and competent supervision”  


In particular:  


a)  If at any time during the operation the young person indicates that he/she does 
not wish to continue, or he/she show signs of distress, the operation must be 
halted immediately  


b)  If, whilst in the care of the officer the young person is injured or suffers loss or 
damage to his/her property, the incident must be reported to the 
parent/guardian and the appropriate Local Authority senior officer without delay.  


3.4  Briefing of the young person  


The test purchase will, as far as possible, be made in the same manner as a member of 
the public would seek to make a purchase, however there are some particular 
considerations that must be applied to test purchasing operations and thus the young 
person must be trained prior to any operation taking place:    


a)  They must be told as far as is reasonably possible exactly what to say and what 
not to say;     


b)  For routine test purchase operations, the young person must be told to answer 
any questions that the seller may ask about their age truthfully;  


c)  In exceptional circumstances, the Local Authority may consider whether it is 
appropriate to undertake test purchase operations where the young person is 
instructed not to answer truthfully any questions relating to their age posed by 
the seller.  
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This may be considered in cases where the Local Authority has credible evidence for 
example from Police, Community Safety Wardens, CCTV, covert surveillance or other 
credible and identifiable source, that a  specific premises is selling age restricted products to 
young persons that are underage AND that the action of the seller is always to ask the 
young person their age. Given that test purchasers will answer truthfully, the seller avoids 
making a sale whereas, had the young person not answered truthfully a different outcome 
may have ensued.    


In such exceptional circumstances, where it is clear that illegal sales are taking place and 
that the seller is not taking all reasonable steps to avoid the commission of the offence , the 
Local Authority may determine that this course of action is appropriate in order to prove 
breaches of the legislation and ultimately to gain compliance with the legislation.    


If a local authority determines that alternative action is required for a particular premise, then 
a risk assessment must be carried out and the reasons for the decision must be 
documented;  


d) It is not recommended that the young person produce their own genuine PASS accredited 
Proof of Age card or other such document if they are asked to produce it by the seller. This 
may reveal the identity of the young person to the seller which is not desirable. The young 
person should be instructed to state that “I don’t have it with me”, or some other similar 
phrase. Young people should not use fake Proof of Age cards;     


e) If the initial request to purchase a product/s is refused, the young person must be told not to 
attempt to persuade or coerce the seller to make a sale. They should leave the premises 
and return to a predetermined location.  


3.5 Definition of Child and Employment     


The Education Act 1996, Section 558 defines a child as “any person who is not over the 
compulsory school age” thus any person under the age of 16 years and still in full time 
education is deemed to be a child.  It follows therefore that where the young person is 
deemed to be a child, their involvement in test purchase operations is not considered to be 
employment by virtue of the Children and Young Persons Act 1933, Section 30(1). Such a 
child may not be in the paid employment of the Local Authority.     


Where the young person involved in the test purchase operation is over 16 years of age 
and has ceased full time education they may be employed and paid by the Local Authority 
for the purposes of the operation.   


Note: Regard should be had to the Working Time Regulations 1998. A young worker is 
defined as someone who has attained the age of 15 years but not 18 years and is over 
compulsory school age (Education Act 1996), such young workers may work and be paid 
for up to 8 hours a day and up to 40 hours per week.  


Consideration should be given at the planning stage of test purchase operations to the 
hours that are worked by the young person whether they are employed or not, particularly 
where visits are to be made to licensed premises where the opening hours may be later 
than those of non-licensed premises. This should be agreed with the parents/carer.  
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Nothing in this Guide precludes an authority from paying reasonable expenses to any 
young   person engaged in assisting an Authority with test purchase operations. This may 
include travel, subsistence and a gratuity (for example a voucher or token) to the young 
person.  


3.6 Working with other agencies  


It is recognised that whilst the majority of test purchase operations are carried out by local 
authority Trading Standards Services staff, there may be occasions when other agencies 
are involved, notably, but not exclusively, the police and employees of the National 
Lottery operator.  


Where joint operations are planned, it is recommended that a memorandum of 
understanding is agreed between the organisations at the outset such that roles and 
responsibilities are clear. It is further recommended that the partner organisations agree 
to the use of this Guide as the standard to be adhered to for the operation.  


SECTION 4  


4.  LEGAL REQUIREMENTS & CONSIDERATIONS  


4.1 Evidence from young people  


Consideration should be given at the outset to the likelihood of the operation giving rise to 
legal proceedings being instituted by the local authority (or the police). It is recommended 
that the operation be organised in such as way as to avoid the young person being called 
as a witness. As a general principle a witness statement need not be taken from the young 
person. The evidence of any sale will be provided by the officers where they accompany 
the young person whilst he/she attempts to make a purchase.  


4.2. RIPA requirements  


RIPA enables local authorities to effectively investigate and obtain evidence in a wide 
range of regulatory functions that they have a statutory duty to enforce. It covers the covert 
use of surveillance by local authorities, the police and other public authorities, for test 
purchasing and other enforcement activities. RIPA provides a regulatory framework that 
ensures local authorities address Human Rights Act 1998 issues to safeguard against 
challenges under Article 8 of the European Convention on Human Rights. There are 
clearly defined authorisation processes, and oversight mechanisms with independent 
inspections by the Office of Surveillance Commissioner and the Interception of 
Communications Commissioner’s Office.   
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In LACORS’ view, the RIPA policy, which should be set annually by elected members, should 
make specific reference to test purchasing (having regard to legislative provisions, statutory 
codes and other authoritative guidance*).   


Officers responsible for the management of test purchasing exercises should consider – in 
association with the local authority’s policy and the views of the authorising officer - the 
provisions of section 26(2) RIPA (in particular, whether the activity is likely to result in the 
obtaining of private information about any person) and section 26(8) RIPA (in particular, 
whether the test purchaser establishes or maintains a personal or other relationship with the 
seller).  


Clearly, in test purchasing operations, where it is the view of the manager and authorising 
officer that it is not likely to result in the obtaining of private information and no relationship will 
be established then RIPA authorisation is not required.  


In circumstances where the exercise is considered to fall outside the scope of RIPA, it is good 
practice, in LACORS’ view, to record the reasons for this decision.   


The 2010 Covert Human Intelligence Sources Code of Practice contains the following:  


“Establishing, maintaining and using a relationship   
 
2.12. The word "establishes" when applied to a relationship means ‘set up’. It does not require, 


as    ‘maintains’ does, endurance over any particular period. Consequently, a relationship of 
seller and buyer may be deemed to exist between a shopkeeper and a customer even if 
only a single transaction takes place. Repetition is not always necessary to give rise to a 
relationship, but whether or not a relationship exists depends on all the circumstances 
including the length of time of the contact between seller and buyer and the nature of any 
covert activity”.  


The Code of Practice also includes the following examples - to assist with the illustration 
and interpretation of certain provisions – but they are not provisions of the code and are 
included only for guidance.  


“Example 1: Intelligence suggests that a local shopkeeper is openly selling alcohol to 
underage customers, without any questions being asked. A juvenile is engaged and 
trained by a public authority and then deployed [BL note, the Surveillance Code states: 
A trained employee or person engaged by a public authority is deployed to act as a 
juvenile] in order to make a purchase of alcohol. In these circumstances any 
relationship, if established at all, is likely to be so limited in regards to the requirements 
of the 2000 Act that a public authority may conclude that a CHIS authorisation is 
unnecessary. However, if the test purchaser is wearing recording equipment but is not 
authorised as a CHIS, consideration should be given to granting a directed surveillance 
authorisation.   


Example 2: In similar circumstances, intelligence suggests that a shopkeeper will sell 
alcohol to juveniles from a room at the back of the shop, providing he has first got to 
know and trust them. As a consequence the public authority decides to deploy its 
operative on a number of occasions, to befriend the shopkeeper and gain his trust, in 
order to purchase alcohol. In these circumstances a relationship has been established 
and maintained for a covert purpose and therefore a CHIS authorisation should be 
obtained.”  
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The authorisation level, when a juvenile is to be used as a CHIS, is the Head of Paid Service 
or (in his absence) the person acting as the Head of Paid Service. LACORS considers that this 
would be very rare - hence the requirement for such a very senior level of authorisation. 
However, any use of persons aged under 18 to make test purchases must nonetheless be 
subject to risk assessment and must take account of the safety and welfare of the child. The 
Regulation of Investigatory Powers (Juveniles) Order 2000 ensures that:  


The safety and welfare of the young person child has been fully considered;  
 


• The officer is satisfied that any risk has been properly explained to, and understood by 
the young person; and  


• A risk assessment has been undertaken, covering the physical dangers and the moral 
and psychological aspect of the young person’s deployment.  


• A record is kept of the operation    
 
It should be emphasised that  


 (i) ultimately only the courts can interpret legislation with any authority; and  
  


 (ii) the responsibility for authorising (or not authorising) an operation always remains 
with the Authorising Officer (AO), and the AO must document carefully the reasons 
behind that decision.  


 
* In addition to the statutory codes, guidance on this matter has been issued by bodies such as 
the Office of Surveillance Commissioners.  


4.3 Entrapment and the Gathering of Evidence etc.  


Entrapment in relation to the conduct of a test purchase operation must be considered by 
those seeking to gather evidence of offences. This is of particular relevance for example 
where the matter of a young person lying about their age as part of the test purchase 
operation is considered (see section 3.4).  


In the light of the ECHR, HRA, RIPA, together with section 78 PACE which deals with the 
circumstances in which evidence is obtained and its effect on the fairness or otherwise of 
any proceedings, those involved in the planning and conducting of test purchasing 
exercises will need to have regard to: a) The avoidance of inciting, instigating, 
persuading, pressurising or wheedling a person into committing an offence that, 
otherwise, would not have been committed;  


b) The requirements for gathering/retaining relevant, admissible and sufficient evidence – 
an “unassailable” record of events – in order to prove the commission of an offence and to 
ensure that a fair trial takes place;  


c) The necessity of ensuring that any interference with the right to privacy, of any person 
affected by the activity, is lawful; in particular the need for public authorities to consider 
whether it is conduct which could be authorised under RIPA;  


d) Other specific issues, such as legislative provisions (e.g. section 149(2) of the Licensing 
Act 2003 where a test purchase of alcohol by a person under eighteen years of age must 
be at the request of a constable or an inspector of weights and measures).  
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4.4  Appeal Cases There have been a number of appeal cases concerning test purchase 
operations including:  


 
• Teixeira de Castro V Portugal (1998) 28 EHRR 101  
• Tesco Stores Limited v Brent LBC [1993] 2 All ER 718  
• Hereford and Worcester County Council v T & S Stores Plc (1994) 93 LGR 98  
• LB of Ealing v Woolworths Plc [1995] Crim LR 58  
• R v Loosley Attorney Generals Ref.(No3 of 2000) [2002] 1 UKHL 53  
• City of Sunderland Council v Dawson (CO/4130/2004)  
• Davies v Carmarthenshire County Council [2005] EWHC 464  


 
Note: Domestic law on the subject has been shaped by these cases based on the rules for 
excluding evidence, in particular, section 78 of the Police and Criminal Evidence Act 1984 
(PACE) - and the power to stay proceedings as an abuse of process.  


4.5 Enterprise Act 2002  


Local authorities may wish to consider the appropriateness of using Enforcement Orders 
to prevent the ongoing sale of age restricted products to those that are under age. These 
may be sought in respect of the following age restricted products and illegal under age 
sales:  


  Children and Young Persons Act 1933 &1991  
  Firework Safety Regulations 1997 / Act 2003  
  National Lottery Act 1993  
  Intoxicating Substances (Supply) Act 1985  
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ANNEX 1 – Current Age Restricted Legislation  


Product  Age  Legislation  Penalty  
Aerosol Paints  16  Anti-Social Behaviour Act 2003 (S.54)  Level 4 Fine  
Air Weapons  18  Firearms Act 1968 (S24) Violent Crime Reduction Act 2005 + 


Commencement Order 2007:2180. Offence to buy as well as to be sold  
Level 3 Fine and /or 6 months imprisonment   


Animals 16 Animal Welfare Act 2006 s(11)   Level 4 Fine and/or 51 weeks imprisonment  


Alcohol  18  Licensing Act 2003 (S.146 & S.147)  Level 5 Fine  
Cigarette Lighter refills  18  Cigarette Lighter Refill (Safety) Regulations 1999 (Reg.2) and Consumer 


Protection Act 1987  
Level 5 Fine and/or 6 months imprisonment  


Crossbows  18  Crossbows Act 1987 (S.1) Violent Crime Reduction Act 2005 + 
Commencement Order 2007:2180. Offence to buy as well as to be sold  


Level 3 Fine and /or 6 months imprisonment  


Fireworks (excluding party 
poppers, caps etc)  


18  Fireworks (Safety) Regulations 1997 (Reg.6) Fireworks Act 2003  Level 5 Fine and/or 6 months imprisonment  


Gambling  18  Gambling Act 2005 (particularly references Sections 46, 47 and 56). Must 
not allow minors to take participate in gaming or betting at any of the 
following: Adult Gaming Centres, Casinos, Betting Shops & Bingo & 
lotteries and football pools  


Level 5 fine and/or imprisonment for a term not 
exceeding 51 Weeks   


Knives  18  Criminal Justice Act 1988 (S.141A) as amended by Offensive Weapons 
Act 1996 Violent Crime Reduction Act 2005 + Commencement Order 
2007:2180  


Level 5 Fine and/or 6 months imprisonment  


Liqueur Confectionery   16  Licensing Act 2003 (S.148)  Level 2 Fine  
Lottery products  16  National Lottery Act 1993 (S.13) and National Lottery Regulations 1994  Level 5 Fine and/or 2 years Imprisonment  
Party Poppers, caps etc.  16  Explosives Act (S.31) Health & Safety at Work Act 1974     Level 5 fine if in magistrates court or, unlimited if 


taken to crown court  
Petroleum  16  Petroleum Consolidation Act 1928  Level 5 fine if in magistrates court or, unlimited if 


taken to crown court  
Realistic Imitation Firearms  18  Offence to sell an imitation firearm to anyone under the age of 18. It is also 


an offence for anyone under 18 to purchase a RIF.  Firearms Act 1968 as 
amended, Violent Crime Reduction Act 2006 and The Violent Crime 
Reduction Act 2006 (Realistic Imitation Firearms)  


Level 5 Fine and/or 6 months imprisonment  
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  Regulations 2007.    


Solvents  18  Intoxicating Substances (Supply) Act 1985 (S.1)  Level 5 and/or 6 months imprisonment  
Tattoos  18  Tattooing of Minors Act 1969 (S.1)  Level 3 Fine  


Tobacco  18  Children and Young Persons Act 1933 (S.7) Health Act 2006 The Children 
and Young Person’s (Sale of Tobacco) Order 2007 (S.2)  


Level 4 Fine  


Videos, DVD and some 
computer/video games  


12, 
15 & 
18  


Video Recordings Act 2010  Level 5 Fine and/or 6 months imprisonment  
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ANNEX 2 – STANDARD RISK ASSESSMENT DOCUMENT – an Ex ample  


Risk Assessment for Test Purchase Operations  


Risk:High  – Stop activity until controls in place/ review action required urgently Medium  - Tolerable risk but monitoring is required to ensure the controls are 
maintained Low – The risk is broadly acceptable   


TASK 
STEP  


HAZARD 
DESCRIPTION  


HAZARD 
CAUSE  


HAZARD 
CONSEQUENCE  


CURRENT 
CONTROLS  


FR1  SEV2  RISK  STATUS OF 
CURRENT 
CONTROL  


RECOMMENDATIONS  LA 
CONTROLS  


Inviting 
young 
persons to 
assist with 
test 
purchasing  


Personal data 
collected about 
young persons 
being handled 
insensitively  


Information 
left lying 
around the 
office  


Confidential 
information about 
young persons 
being divulged  


Nominated 
officer has 
responsibility 
for collecting 
data which is 
recorded on 
pro-forma 
sheet. Sheets 
kept locked 
away in 
cupboard.  


L  L  L  Adequate    


Assessment 
of young 
persons 
suitability 
for test 
purchasing  


Officer will 
need to make 
personal 
contact with 
child. 
Opportunity for 
a potential 
abuser to 
single out a 
young person 
for ‘grooming’.  


Direct 
contact 
needed 
with young 
person to 
assess 
suitability  


Young person 
could be abused  


Officer will 
visit young 
person in 
presence of 
parent or 
guardian. 
Officer will 
have current 
CRB check. 
Arrangements 
to visit young 
person 
always made 
with parent/ 
Guardian.  


L  H  L  Adequate  Team leader will 
review assessments 
and check that 
parent/guardian were 
present  


 


 
1


 Frequency  
2


 Severity  
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Arranging 
test 
purchasing 
session 
with young 
person  


Officer will 
speak direct to 
young person 
and arrange a 
time and date 
of collection 
from home  


 Parent/guardian 
of young person 
not aware of their 
whereabouts.  


Arrangements 
always made 
with parent/ 
guardian  


L  M  L  Adequate    


Collection 
of young 
person for 
test 
purchasing 
session.  


Young person 
becomes the 
responsibility 
of TS Staff  


 Parent/guardian 
of young person 
not aware of their 
whereabouts.  


Parent/ Guardian 
must always 
witness the 
young person 
being collected.  


L  H  L  Adequate  If parent/guardian not 
available, test-
purchasing session 
cancelled. Officer will 
take contact number of 
parent/guardian and 
give estimate of time 
that young person to be 
returned and check that 
proposed time is 
acceptable to both 
young person and 
parent/guardian.  


 


Officer and 
young 
person 
alone  


Officers may 
be left alone 
with young 
person while 
transporting, 
waiting to do 
purchase or 
after attempted 
purchase  


 Risk of allegation 
of abuse to 
young person  


There are always 
2 officers with 
the young person 
at all times. At 
least one (but 
normally both) 
officers are CRB 
checked  


L  H  M  Adequate  One of the officers must 
normally be of the same 
sex as the young 
person. 3 officers 
required for test 
purchase sessions. 
CRB checks 
administered by 
Projects Team Leader – 
checks renewed every 
3 years. Any allegations 
made by young person 
to be immediately 
reported to Team 
Leader.  
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During 
visit, 
young 
person left 
alone 
outside 
retail 
premises  


Young person 
left 
unsupervised  


 Young person 
could be 
exposed to 
danger  


2 officers always 
to be used – one 
enters retail 
premises prior to 
young person 
and the other 
waiting just 
outside after 
escorting young 
person to just 
outside.  


L  H  M  Adequate  Young person always 
accompanied when 
crossing roads. 
Rendezvous point 
outside shop agreed 
with young person by 
officer waiting outside.  


 


Young 
person 
attempts 
test 
purchase.  


During test 
purchase, 
purchase 
refused and 
retailer 
becomes 
abusive or 
threatening to 
young person  


Retailer 
angry with 
young 
person  


Young person 
could be 
exposed to 
danger  


One officer 
always in retail 
premises in close 
proximity to 
young person 
and able to 
intervene if 
necessary  


L  H  M  Adequate  Young person always 
instructed that if 
anything goes wrong, 
to leave premises 
immediately. Officer 2 
will always be waiting 
just outside. Young 
person will not work in 
area where they live, 
attend school or 
regularly visit.  


 


Matters 
arising 
while 
young 
person in 
care of 
TSS  


Sudden illness  Inadequate 
knowledge 
of young 
person’s 
personal 
details  


Personal injury  Details of 
allergies, health 
conditions and 
current 
medication 
obtained from 
parent/guardian  


L  H  M  Adequate  Contact number for 
parent/guardian held 
during visits  


 


Court 
action  


Young person 
required to 
appear in 
Court  


Not guilty 
plea 
entered  


Stress and 
anxiety caused 
to young person  


Young person 
fully supported 
throughout and 
not forced to 
attend Court if 
unhappy  


L  H  M  Adequate  If young person is 
unable to face Court, 
removed from test 
purchasing list  
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ANNEX 3  


AGREEMENT WITH PARENT/CARER, YOUNG PERSON AND THE L OCAL AUTHORITY FOR TEST 
PURCHASING  


The purpose of this agreement is to ensure that the  parent/carer and young person are aware of 
what the local authority officers intend to do and what safeguards will be used.   


i.  The young person will be fully trained in what to say and do.  The young person’s parent/carer may 
attend the training session(s). The young person will be told to tell the truth about their age unless 
previously agreed that the operation is deemed “exceptional “.     


ii.  At least one officer will supervise the young person at all times.  


iii.  The young person will not be asked to make test purchases in any areas where he/she is likely to 
be recognised.   


iv.  In any exercise, the young person’s welfare is paramount.  The nature of the young person’s 
involvement in the exercise will not be revealed whilst they are on the premises, unless the officer 
is of the opinion that their welfare is at risk.   


The officer will intervene at any time where the young person’s welfare is at risk.   


v.  The young person’s identity will not be revealed by the local authority in any subsequent publicity.  


vi.  Payment may be made where the young person is employed by the Local Authority, otherwise no 
payments will be made for this assistance, but appropriate refreshments and travelling expenses 
will be provided.  


vii.  This exercise may result in legal action.  


viii.  The local authority will endeavour to ensure that the young person will not be required to attend 
court as a witness. However, in exceptional circumstances, this may still occur.   


ix.  The parent/carer will provide a witness statement to confirm the date of birth of the young person, if 
required.  


I have read and understood the above Signed:  .......................................................................... 


(Parent/Carer) Signed:  .......................................................................... (Officer in charge of exercise) 


Signed:  .......................................................................... (Young Person) Date: 


............................................... 


Contact details of senior local authority officer  Name: ...................................................... Position: 


...................................................Telephone number(s): 


..................................................................................................... 
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ANNEX 4  


PROVISION OF ASSISTANCE BY YOUNG PERSON TO THE LOCA L AUTHORITY: PARENTAL & YOUNG 
PERSON CONSENT FORM 


Name of young person :   


Date of birth:  Male/Female:  


Address of young person :   


Nature of exercise:   


Date and time of collection of young person and add ress (if different from 
above):  


Date and time of return of young person and address  (if different from above):   


Daytime contact point for young person during above  dates:   


Alternative daytime contact point for young person during above dates:   


Areas in which test purchasing exercise will take p lace:   


 
Areas to be avoided (e.g. areas where the young per son is likely to be recognised):   
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Any special dietary/medical needs etc.:  


I (name of parent/carer) ............................................................................................. am the parent/carer of 
the above-mentioned young person and I agree that he/she will be available to assist the local authority as 
detailed above.  I have discussed the details of this operation with (officer’s name) 
..........................................................................................................  


Signed: ............................................................................. (Parent/Carer)Signed: 


............................................................................. (Officer in charge of operation)Signed: 


............................................................................. (Young person)Date: 


................................................................................. 
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Application for judicial approval for authorisation to obtain or disclose communications data, to use a covert human intelligence source or to conduct directed surveillance. Regulation of Investigatory Powers Act 2000 sections 23A, 23B, 32A, 32B.

Local authority:....................................................................................................................................


Local authority department:................................................................................................................................

Offence under investigation:..............................................................................................................................

Address of premises or identity of subject:.......................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................


Covert technique requested: (tick one and specify details)

[image: image1]Communications Data


[image: image2.png]Covert Human Intelligence Source

Directed Surveillance

Summary of details 

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................

Note: this application should be read in conjunction with the attached RIPA authorisation/RIPA application or notice.

Investigating Officer:........................................................................................................................................

Authorising Officer/Designated Person:.......................................................................................................................................

Officer(s) appearing before JP:..............................................................................................................................................

Address of applicant department:................................................................................................................................

...................................................................................................................................................

Contact telephone number:......................................................................................................................................

Contact email address (optional):...................................................................................................................................

Local authority reference:...................................................................................................................................

Number of pages:........................................................................................................................................

Order made on an application for judicial approval for authorisation to obtain or disclose communications data, to use a covert human intelligence source or to conduct directed surveillance. Regulation of Investigatory Powers Act 2000 sections 23A, 23B, 32A, 32B.


Magistrates’ court:..........................................................................................................................................

Having considered the application, I (tick one):

am satisfied that there are reasonable grounds for believing that the requirements of the Act were satisfied and remain satisfied, and that the relevant conditions are satisfied and I therefore approve the grant or renewal of the authorisation/notice.

refuse to approve the grant or renewal of the authorisation/notice.

refuse to approve the grant or renewal and quash the authorisation/notice.


Notes

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................

Reasons

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................

...................................................................................................................................................


Signed:


Date:


Time:


Full name:


Address of magistrates’ court:


		Unique Reference Number (URN)

		







Part II of the Regulation of Investigatory Powers Act 2000


Authorisation Directed Surveillance 


		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN



		



		Name of Applicant

		

		Unit/Branch /Division

		



		Full Address

		



		Contact Details

		



		Investigation/Operation Name (if applicable)

		



		Investigating Officer (if a person other than the applicant)

		





		DETAILS OF APPLICATION



		1. Give rank or position of authorising officer in accordance with the Regulation of Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources) Order 2010 No. 521. 




		



		2. Describe the purpose of the specific operation or investigation.



		



		3. Describe in detail the surveillance operation to be authorised and expected duration, including any premises, vehicles or equipment (e.g. camera, binoculars, recorder) that may be used.



		



		4. The identities, where known, of those to be subject of the directed surveillance.



		· Name:


· Address:


· DOB:


· Other information as appropriate:






		5. Explain the information that it is desired to obtain as a result of the directed surveillance.



		



		6. Identify on which grounds the directed surveillance is necessary under Section 28(3) of RIPA. Delete those that are inapplicable. Ensure that you know which of these grounds you are entitled to rely on (SI 2010 No.521).



		· For the purpose of preventing or detecting crime or of preventing disorder;


NOTE:  Do NOT change, this is the only ground that Local Authorities can apply for surveillance.





		7. Explain why this directed surveillance is necessary on the grounds you have identified [Code paragraph 3.3].



		



		8. Supply details of any potential collateral intrusion and why the intrusion is unavoidable. [Bear in mind Code paragraphs 3.8 to 3.11.]


      Describe precautions you will take to minimise collateral intrusion.



		



		9. Explain why this directed surveillance is proportionate to what it seeks to achieve. How intrusive might it be on the subject of surveillance or on others? And why is this intrusion outweighed by the need for surveillance in operational terms or can the evidence be obtained by any other means [Code paragraphs 3.4 to 3.7]?



		



		10. Confidential information [Code paragraphs 4.1 to 4.31].

INDICATE THE LIKELIHOOD OF ACQUIRING ANY CONFIDENTIAL INFORMATION:



		





Applicant’s Details


		11. 



		Name (print)

		

		Tel No:

		



		Grade/Rank

		

		Date

		



		Signature

		

		



		12. Authorising Officer's Statement. [Spell out the “5 Ws” – Who; What; Where; When; Why and HOW– in this and the following box. ]





		I hereby authorise directed surveillance defined as follows: [Why is the surveillance necessary, whom is the surveillance directed against, Where and When will it take place, What surveillance activity/equipment is sanctioned, How is it to be achieved?] 






		13. Explain why you believe the directed surveillance is necessary [Code paragraph 3.3].

      Explain why you believe the directed surveillance to be proportionate to what is sought to be           achieved by carrying it out [Code paragraphs 3.4 to 3.7].





		14. (Confidential Information Authorisation.) Supply detail demonstrating compliance with Code paragraphs 4.1 to 4.31.



		



		



		Date of first review

		



		Programme for subsequent reviews of this authorisation: [Code paragraph 3.23]. Only complete this box if review dates after first review are known. If not or inappropriate to set additional review dates then leave blank.



		



		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date and time

		

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation



		 Expiry date and time [ e.g.: authorisation granted on 1 April 2005 - expires on 30 June 2005, 23.59 ]




		





		15. Urgent Authorisation [Code paragraph 5.9]:  Authorising officer: explain why you considered the case so urgent that an oral instead of a written authorisation was given. 



		





		16. If you are only entitled to act in urgent cases: explain why it was not reasonably practicable for the application to be considered by a fully qualified authorising officer.



		



		Name (Print)

		

		Grade/ Rank

		

		



		Signature

		

		Date and Time

		

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation



		Urgent authorisation Expiry date:

		

		Expiry time:

		



		Remember the 72 hour rule for urgent authorities – check Code of Practice.

		e.g. authorisation granted at 5pm on June 1st expires 4.59pm on 4th June

		

		





�  For local authorities:  The exact position of the authorising officer should be given.  For example, Head of Trading Standards.
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		UNIQUE REFERENCE NUMBER (URN)

		







PART II OF THE REGULATION OF INVESTIGATORY


POWERS ACT (RIPA) 2000


review of A directed surveillance authorisation


		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN






		



		Applicant

		

		Unit/Branch /Division

		



		Full Address

		



		Contact Details

		



		Operation Name

		

		URN

		



		Date of authorisation or last review

		

		Expiry date of authorisation or last review

		



		

		Review Number

		





		DETAILS OF REVIEW:



		1. Review number and dates of any previous reviews (C3 – 3.22 – 3.24 CoP).



		Review Number

		Date



		

		



		



		2. Summary of the investigation/operation to date, including what private information has been obtained (C4 / 4.27- 4.31 CoP) and the value of the information so far obtained (C3 / 3.22-3.26)



		



		





		3. Detail the reasons why it is necessary (C3 /  3.3-3.4) to continue with the directed surveillance (C3 / 3.22-3.26)



		





		4. Explain how the proposed activity is still proportionate to what it seeks to achieve (C3 / 3.3-3.7 CoP).



		





		5. Detail any incidents of collateral intrusion and the likelihood of any further incidents of collateral intrusions occurring (C3 / 3.8-3.11 CoP).



		



		



		6. Give details of any confidential information acquired or accessed and the likelihood of acquiring confidential information (C4 / 4.27-4.31).



		





		7. Applicant's Details



		Name (Print)

		

		Tel No

		



		Grade/Rank

		

		Date

		



		Signature

		



		





		



		8. Review Officer's Comments, including whether or not the directed surveillance should continue (C3 / 3.22-3.26 CoP).



		





		



		9. Authorising Officer's Statement.



		I, [insert name], hereby agree that the directed surveillance investigation/operation as detailed above [should/should not] continue [until its next review/renewal] [it should be cancelled immediately].





		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation



		



		10. Date of next review.
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 PART II OF THE REGULATION OF INVESTIGATORY


POWERS ACT (RIPA) 2000


APPLICATION FOR RENEWAL of A directed


surveillance authoriSATION


(Please attach the original authorisation)


		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN



		



		Name of Applicant

		

		Unit/Branch /Division

		



		Full Address

		



		Contact Details

		



		Investigation/Operation Name (if applicable)

		



		Renewal Number

		





		DETAILS OF RENEWAL:



		1. Renewal numbers and dates of any previous renewals (C5 / 5.15).



		Renewal Number

		Date



		

		



		2. Detail any significant changes to the information as listed in the original authorisation as it applies at the time of the renewal (C5 – 5.15 CoP).



		





		3. Detail the reasons why it is necessary to continue with the directed surveillance (C5. 5.15 CoP).



		





		4. Detail why the directed surveillance is still proportionate to what it seeks to achieve (C3. 3.4 – 3.7).



		





		5. Indicate the content and value to the investigation or operation of the information so far obtained by the directed surveillance (C5 / 5.14 CoP).



		



		6. Give details of the results of the regular reviews of the investigation or operation (C3 / 3.22 CoP).



		



		



		7. Applicant's Details



		Name (Print)

		

		Tel No

		



		Grade/Rank

		

		Date

		



		Signature

		



		





		8. Authorising Officer's Comments.  This box must be completed.



		





		



		9. Authorising Officer's Statement.



		I, [insert name], hereby authorise the renewal of the directed surveillance operation as detailed above.  The renewal of this authorisation will last for 3 months unless renewed in writing.


This authorisation will be reviewed frequently to assess the need for the authorisation to continue.



		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date

		



		Renewal From:

		Time:

		

		Date:

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation





		Date of first review.

		



		Date of subsequent reviews of this authorisation.
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Part II of the Regulation of Investigatory Powers Act 2000

Cancellation of a Directed Surveillance authorisation

		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN



		



		Name of Applicant

		

		Unit/Branch /Division

		



		Full Address

		



		Contact Details

		



		Investigation/Operation Name (if applicable)

		



		



		Details of cancellation:



		1. Explain the reason(s) for the cancellation of the authorisation:



		





		



		2. Explain the value of surveillance in the operation:



		





		



		3. Authorising officer's statement.



		I, [insert name], hereby authorise the cancellation of the directed surveillance investigation/operation as detailed above.



		Name (Print)

		

		

		Grade

		

		



		Signature

		

		

		Date

		

		



		



		



		4. Time and Date of when the authorising officer instructed the surveillance to cease.



		Date:

		

		Time:

		



		



		5. Authorisation cancelled.

		Date:

		

		Time:
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		CHIS Unique Reference Number (URN) 

		







Part II of the Regulation of Investigatory Powers Act (RIPA) 2000


Application for authorisation of the conduct or use of a Covert Human Intelligence Source (CHIS)

		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN



		



		Name of Applicant

		

		Service/Department/Branch

		



		How will the source be referred to(i.e. what will be his/her pseudonym or reference number)?

		



		What is the name, rank or position of the person within the relevant investigating authority who will have day to day responsibility for dealing with the source, including the source’s security and welfare (often referred to as the Handler)?

		



		What is the name, rank or position of another person within the relevant investigating authority who will have general oversight of the use made of the source (often referred to as the Controller)?

		



		Who will be responsible for retaining (in secure, strictly controlled conditions, with need-to-know access) the source’s true identity, a record of the use made of the source and the particulars required under RIP (Source Records) Regulations 2000 (SI 2000/2725)?

		



		Investigation/Operation Name (if applicable)

		





		DETAILS OF APPLICATION



		1. Give rank or position of authorising officer in accordance with the Regulation of Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources) Order 2010 No. 521. 
 Where appropriate throughout amend  references to the Order relevant to your authority.



		



		2. Describe the purpose of the specific operation or investigation.



		



		3. Describe in detail the purpose for which the source will be tasked or used.



		



		4. Describe in detail the proposed covert conduct of the source or how the source is to be used.



		



		5. Identify on which grounds the conduct or the use of the source is necessary under Section 29(3) of RIPA. Delete those that are inapplicable. Ensure that you know which of these grounds you are entitled to rely on (eg. SI 2010 No.521).



		· In the interests of national security;


· For the purpose of preventing or detecting crime or of preventing disorder;


· In the interests of the economic well-being of the United Kingdom;


· In the interests of public safety;


· for the purpose of protecting public health;


· for the purpose of assessing or collecting any tax, duty, levy or other imposition, contribution or charge payable to a government department.






		6. Explain why this conduct or use of the source is necessary on the grounds you have identified [Code paragraph 3.2].



		



		7. Supply details of any potential collateral intrusion and why the intrusion is unavoidable. [Bear in mind Code paragraphs 3.8 to 3.11.]


      Describe precautions you will take to minimise collateral intrusion and how any will be           managed.



		



		8. Are there any particular sensitivities in the local community where the source is to be used? Are similar activities being undertaken by other public authorities that could impact on the deployment of the source (see Code paragraphs 3.17 to 3.18)?



		



		9. Provide an assessment of the risk to the source in carrying out the proposed conduct (see Code paragraph 6.14).



		



		10. Explain why this conduct or use of the source is proportionate to what it seeks to achieve.  


      How intrusive might it be on the subject(s) of surveillance or on others? How is this intrusion outweighed by the need for a source in operational terms, and could the evidence be obtained by any other means [Code paragraphs 3.3 to 3.5]?



		



		11. Confidential information [Code paragraphs 4.1 to 4.21]


       Indicate the likelihood of acquiring any confidential information.






		References for any other linked authorisations: 



		12. Applicant’s Details.



		Name (print)

		

		Grade/Rank/Position

		



		Signature

		

		Tel No:

		



		Date

		





		13. Authorising Officer's Statement. [Spell out the “5 Ws” – Who; What; Where; When; Why and  HOW – in this and the following box.] The authorisation should identify the pseudonym or reference number of the source, not the true identity.





		



		14. Explain why you believe the conduct or use of the source is necessary [Code paragraph 3.2]


      Explain why you believe the conduct or use of the source to be proportionate to what is sought to be achieved by their engagement [Code paragraphs 3.3 to 3.5].



		



		15. Confidential Information Authorisation. Supply details demonstrating compliance with Code paragraphs 4.1 to 4.21



		



		16.  Date of first review:

		



		17. Programme for subsequent reviews of this authorisation [Code paragraphs 5.15 and 5.16]. Only complete this box if review dates after first review are known. If not, or inappropriate to set additional review dates, then leave blank.



		



		18. Authorising Officer’s Details 



		Name (Print)

		

		Grade/Rank/Position

		



		Signature

		

		Time and date granted*


Time and date authorisation ends

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation





* Remember, an authorisation must be granted for a 12 month period, i.e. 1700 hrs 4th June 2006 to 2359hrs 3 June 2007


19. 


		Urgent Authorisation [Code paragraphs 5.13 and 5.14]:  Authorising Officer: explain why you                             considered the case so urgent that an oral instead of a written authorisation was given. 



		





20. 


		If you are entitled to act only in urgent cases: explain why it was not reasonably practicable for the application to be considered by a fully designated Authorising Officer



		





21. 


		 Authorising Officer of urgent authorisation 



		Name (Print)

		

		Grade/Rank/Position

		



		Signature

		

		Date and Time

		

		



		Urgent authorisation expiry date:

		

		Expiry time:

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation



		Remember the 72 hour rule for urgent authorisations – check Code of Practice [Code Paragraph 5.14].    e.g. authorisation granted at 1700 on 1st June 2006 expires 1659 on 4th June 2006





� For local authorities:  The formal position of the authorising officer should be given.  For example, Head of Trading Standards.
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		Unique Reference Number (URN)

		







Part II of the Regulation of Investigatory Powers Act (RIPA) 2000


Review of a Covert Human Intelligence Source (CHIS) Authorisation 


		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN



		



		Applicant

		

		Unit/Branch

		



		Full Address

		



		Contact Details

		



		Pseudonym or reference number of source

		



		Operation Name

		

		Operation Number *

*Filing Ref

		



		Date of authorisation or last renewal

		

		Expiry date of authorisation or last renewal

		



		Review Number

		





		Details of review:



		1. Review number and dates of any previous reviews.



		Review Number

		Date



		

		





		



		2. Summary of the investigation/operation to date, including what information has been obtained and the value of the information so far obtained.



		



		



		3. Detail the reasons why it is necessary to continue using a Covert Human Intelligence Source. 



		



		



		4. Explain how the proposed activity is still proportionate to what it seeks to achieve.



		



		





Detail any incidents of collateral intrusion and the likelihood of any further incidents of collateral intrusions occurring.


		5. 



		



		6. Give details of any confidential information acquired or accessed and the likelihood of acquiring confidential information.



		



		7. Give details of the review of the risk assessment on the security and welfare of using the source.



		



		



		8. Applicant's Details



		Name (Print)

		

		Tel No

		



		Grade/Rank

		

		Date

		



		Signature

		



		



		9. Review Officer's Comments, including whether or not the use or conduct of the source should continue.



		





		



		 10. Authorising Officer's Statement. The authorisation should identify the pseudonym or reference number of the source, not the true identity.



		



		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date

		





		Date of next review:




		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation
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		Unique Reference Number (URN)

		







Part II of the Regulation of Investigatory Powers Act (RIPA) 2000


Application for renewal of a Covert Human Intelligence Source (CHIS) Authorisation 


(Please attach the original authorisation) 

		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN



		



		Name of Applicant

		

		Unit/Branch

		



		Full Address

		



		Contact Details

		



		Pseudonym or reference number of source

		



		Investigation/Operation Name (if applicable)

		



		Renewal Number

		





		Details of renewal:



		1. Renewal numbers and dates of any previous renewals.



		Renewal Number

		Date



		

		



		





		



		2. Detail any significant changes to the information as listed in the original authorisation as it applies at the time of the renewal.



		



		



		3. Detail why it is necessary to continue with the authorisation, including details of any tasking given to the source. 



		



		



		4. Detail why the use or conduct of the source is still proportionate to what it seeks to achieve.



		



		





Detail the use made of the source in the period since the grant of authorisation or, as the case may be, latest renewal of the authorisation.


		5. 



		



		



		6. List the tasks given to the source during that period and the information obtained from the conduct or use of the source.



		



		



		7. Detail the results of regular reviews of the use of the source.



		



		



		8. Give details of the review of the risk assessment on the security and welfare of using the source.



		



		



		9. Applicant's Details



		Name (Print)

		

		Tel No

		



		Grade/Rank

		

		Date

		



		Signature

		



		



		10. Authorising Officer's Comments.  This box must be completed.



		





		



		11.  Authorising Officer's Statement. The authorisation should identify the pseudonym or reference number of the source not the true identity.





		



		Name (Print)

		

		Grade / Rank

		



		Signature

		

		Date

		



		Renewal From:

		Time:

		

		Date:


End date/time of the authorisation

		



		 FORMCHECKBOX 
   I confirm that I am not involved in the investigation





NB. Renewal takes effect at the time/date of the original authorisation would have ceased but for the renewal

		Date of first review:

		



		Date of subsequent reviews of this authorisation:
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		Unique Reference Number (URN)

		







Part II of the Regulation of Investigatory Powers Act (RIPA) 2000


Cancellation of an authorisation for the use or conduct of a Covert Human Intelligence Source

		Public Authority


(including full address)

		LONDON BOROUGH OF CAMDEN



		



		Name of Applicant

		

		Unit/Branch

		



		Full Address

		



		Contact Details

		



		Pseudonym or reference number of source

		



		Investigation/Operation Name (if applicable)

		





		



		Details of cancellation:



		1. Explain the reason(s) for the cancellation of the authorisation:



		



		2. Explain the value of the source in the operation:



		





		



		3. Authorising officer's statement. This should identify the pseudonym or reference number of   the source not the true identity.





		



		Name (Print)

		

		

		Grade

		

		



		Signature

		

		

		Date

		

		



		



		



		4. Time and Date of when the authorising officer instructed the use of the source to cease.



		Date:

		

		Time:
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Application for judicial approval for authorisation to obtain or disclose communications data, to use a covert human intelligence source or to conduct directed surveillance. Regulation of Investigatory Powers Act 2000 sections 23A, 23B, 32A, 32B.

Local authority:...............................................................................................................................................................


Local authority department:..........................................................................................................................................

Offence under investigation:........................................................................................................................................

Address of premises or identity of subject:................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................


Covert technique requested: (tick one and specify details)

Communications Data


Covert Human Intelligence Source

Directed Surveillance

Summary of details 

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................

Note: this application should be read in conjunction with the attached RIPA authorisation/RIPA application or notice.

Investigating Officer:.....................................................................................................................................................

Authorising Officer/Designated Person:...................................................................................................................

Officer(s) appearing before JP:.....................................................................................................................................

Address of applicant department:................................................................................................................................

...........................................................................................................................................................................................

Contact telephone number:..........................................................................................................................................

Contact email address (optional):................................................................................................................................

Local authority reference:.............................................................................................................................................

Number of pages:...........................................................................................................................................................

Order made on an application for judicial approval for authorisation to obtain or disclose communications data, to use a covert human intelligence source or to conduct directed surveillance. Regulation of Investigatory Powers Act 2000 sections 23A, 23B, 32A, 32B.


Magistrates’ court:.........................................................................................................................................................

Having considered the application, I (tick one):

am satisfied that there are reasonable grounds for believing that the requirements of the Act were satisfied and remain satisfied, and that the relevant conditions are satisfied and I therefore approve the grant or renewal of the authorisation/notice.

refuse to approve the grant or renewal of the authorisation/notice.

refuse to approve the grant or renewal and quash the authorisation/notice.


Notes

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................

Reasons

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................

...........................................................................................................................................................................................


Signed:


Date:


Time:


Full name:


Address of magistrates’ court:
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Introduction


1:
This section provides comprehensive guidance on the Regulation of Investigatory Powers Act (RIPA) 2000 (referred to as RIPA throughout this section) and the Home Office Statutory Code of Practice (referred to as the Surveillance Code of Practice throughout this section) covering covert (directed) surveillance. It is Department for Social Development policy that all covert surveillance where it is undertaken for the purposes of a specific investigation or a specific operation and is likely to result in the obtaining of private information about a person must be authorised in accordance with RIPA. There is no requirement for an authorisation in accordance with RIPA 2000 where the surveillance undertaken will not obtain private information about a person. The Department has no authority to authorise intrusive surveillance. For information and definition of intrusive surveillance, see the section ‘Intrusive surveillance’ in this section. 


2:
Covert surveillance against Department for Social Development and Child Maintenance Enforcement Division employees can only be carried out by Single Investigation Service (SIS) as part of an investigation into benefit-related fraud. Any suggestion that a Department for Social Development and Child Maintenance Enforcement Division employees involved in other types of fraud, or wrongdoing and where a social security benefit is not involved must be referred to Corporate Investigation Unit, Level 4 James House.


3:
Where the proposed surveillance is overt, for example, use of CCTV, further details can be found in ‘Closed Circuit TV (CCTV)’ in this section, and it is considered that no private information will be obtained, a RIPA authorisation is not required.
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General


4:
The Code of Practice provides several reasons why surveillance can be legitimately used.  However, for benefit fraud investigations the only relevant justification for the use of surveillance is for “the prevention or 


detection of crime”.  For the purposes of paragraph 4.9 of the Surveillance Code of Practice, this means the investigation of benefit fraud offences. 


5:
Surveillance should not be undertaken unless it is necessary and proportionate to the alleged offence and has been properly authorised. This means that all other avenues of obtaining the information must be considered first.


6:
Para 2.4 of the Surveillance Code of Practice states that general observation does not usually require authorisation under RIPA. It is important to understand that “general observation” in this context is not systematic surveillance as described in this manual in these procedures.  


7:
The Department for Social Development’s policy is that all surveillance activity must be authorised. Observation of a location for the purposes of conducting a pre-surveillance check or as a pre-site visit prior to a fraud drive using section 103C of the Social Security Administration (Northern Ireland) Act 1992 does not require RIPA authorisation. Follow this link to view the guidance on pre-surveillance checks 


Definitions


Public Places


8:
Includes places and premises to which the public have access or may have access, subject to conditions, and where a reasonable person would have no general expectation of privacy or would expect privacy to be significantly reduced.
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9:
It is not possible to give an exhaustive definition of public places.  As defined, the term would apply to:


· shopping centres 


· football grounds 


· public houses


· post offices 


· shops, cafes


· takeaways and similar venues.  


It also includes the more obvious public places:


· such as highways


· parks


· railway/bus stations


10:
It extends conditionally to private land, which is capable of being overseen or where the general public may overhear conversations.  For example, the gardens and driveways of houses which can be seen from the open highway.  For the purposes of the Surveillance Code of Practice the oversight of such open private space, which does not involve trespass, is surveillance conducted in a public place.


11:
A public place can include areas of private premises that are, for a period of time, open to the public, whether by free admission or by payment.


Private Places


12:
These are premises that require the owner/occupier’s permission to conduct surveillance from (either internally or externally) and include: 


· dwellings


· hotel bedrooms


· office/business premises


· parking areas specific to a public house/shop/business – usually identified by “patrons only” signs, where it is planned to use it as a static observation point.


Surveillance


13:
Section 48(2) of RIPA subject to subsection (3) sets out the following interpretation of “surveillance”:  


a. monitoring, observing or listening to persons, their movements, their 


conversations or their other activities or their communications


b. recording anything monitored, observed or listened to in the course of surveillance


c. surveillance by or with the assistance of a surveillance device.


Subsection (3) states:



References in this part to surveillance do not include references to:


a. any conduct of a covert human intelligence source for obtaining or recording (whether or not using a surveillance device) any information which is disclosed in the presence of the source


b. the use of a Covert Human Intelligence Source for obtaining or recording information


c. any such entry on or interference with property or with wireless telegraphy as would be unlawful unless authorised under – 


i. section 5 of the Intelligence Services Act 1994 (warrants for the intelligence services)


ii. part III of the Police Act 1997 (powers of the police and of customs officers).


Directed Surveillance


14:
Directed surveillance is defined in paragraph 2.2 of the Surveillance Code of Practice with reference to section 26(2) of RIPA as covert but not intrusive, and undertaken:


· for the purpose of a specific investigation or specific operation


· in such a manner as is likely to result in the obtaining of private information about a person (whether or not one specifically identified for the purpose of the investigation or operation)

· other than by an immediate response to events or circumstances the nature of which is such that it would not be reasonably practicable for the authorisation under Part 11 of the 2000 Act to be sought for the carrying out of surveillance


15:
RIPA recommends that all directed surveillance is authorised. In the Department for Social Development, this is mandatory.


16:
 A drive-by is anything you can observe from a moving vehicle without the use of specialist equipment such as videos or cameras.


Drive-bys are used prior to obtaining a directed surveillance authorisation and are not classed as directed surveillance. Drive-bys should be kept to a minimum. They do not require authorisation under RIPA. If they form part of a systematic approach they will require RIPA authorisation. See the Evidence Gathering section of this manual. The Investigator should record in their notebook and on the fraud file the date and time of the drive-by and details of any vehicles sighted.

17:
For Department for Social Development purposes the use of directed surveillance is:


· for the prevention or detection of benefit crime on specific investigation or operation


· likely to result in obtaining information about a person (whether or not one is specifically identified for the purposes of the investigation or operation).


It must be properly planned and authorised in all cases under the normal written or urgent procedures.


18:
The Department for Social Development is one of the relevant public authorities listed in the Regulation of Investigatory Powers Act 2000 (Amendment) Order (Northern Ireland) 2002 with the power to grant authorisations for the carrying out of directed surveillance.  
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Intrusive Surveillance


19:
Department for Social Development Authorising Officers cannot authorise intrusive surveillance under RIPA. 

20:
Intrusive surveillance is covert surveillance that is:


· carried out in relation to anything taking place on any residential premises (i.e. without the person’s consent) or in any private vehicle and


· involves the presence of an individual. (The individual refers to the Investigator or Covet Human Intelligence Sources (CHIS))


· on the premises or 


· in the vehicle or


· is carried out by means of a surveillance device.


Unforeseen Circumstances


21:
Directed surveillance does not include covert surveillance carried out as an immediate response to events or circumstances, which, by their very nature, could not have been foreseen. 


22:
If an Investigator suspects that they have witnessed an offence during the course of their normal duties, the details should be recorded as soon as possible on form BI13 for referral in the normal way. If the Investigator wishes to conduct immediate observations, urgent oral authorisation must be sought. Follow this link to guidance on “Urgent Authorisations”.

Necessity And Proportionality


23:
“Obtaining an authorisation under RIPA will only ensure that there is a        justifiable interference with an individual’s rights under Article 8 of the European Convention on Human Rights, if it is necessary and proportionate for these activities to take place.” (Surveillance Code of Practice. Para’s 3.3 – 3.7 refer). The Authorising Officer must be satisfied that the use of surveillance is necessary for the purpose of preventing or detecting crime.
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24:
Then, if the activities are necessary, the Authorising Officer must believe that they are proportionate to the likely outcome. This involves balancing the intrusiveness of surveillance on the subject(s) and others that might be affected by it against the need for the activity in operational terms.


25:
The activity will not be proportionate if it is excessive in the circumstances of the case or if the information which is sought could 


reasonably be obtained by other less intrusive means. All such activity 


should be carefully managed to meet the objective in question and must not be arbitrary or unfair. It is important that RIPA applications deal with proportionality by showing that the methods to be employed are proportionate to the expected result rather than describing the surveillance operation.


26: 
In order to demonstrate that the activities to be authorised are proportionate the application must detail:


· what activity is to be undertaken


· what information it is hoped to obtain


· why the information cannot reasonably be obtained by other mean


· how the activity would intrude on the customer and others.

27:
In granting the authorisation the Authorising Officer must be satisfied      that:


· the use of surveillance is necessary for the purpose of preventing or detecting crime 


· the activity to be carried out is not excessive 


the information to be obtained cannot reasonably be obtained by other means.
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28:
Surveillance can only be authorised for the statutory period of three months. In granting the authorisation the authorising officer should not apply restrictions on timing and length of each individual period of surveillance as a means of addressing proportionality. 


Collateral Intrusion


29:
This means surveillance, which indirectly intrudes on the privacy of individuals who are not the direct subject(s) of surveillance e.g. where 


you observe one or more innocent bystanders, including children of the individuals subject to surveillance. The potential risk of intrusion into the privacy of persons other than the specified subject of surveillance must be considered. (back to para182)

30:
Measures should be taken, wherever practicable, to avoid or minimise unnecessary intrusion into the lives of those not directly connected with the investigation or operation. An application for an authorisation (RIP 1) must include an assessment of the risk of any collateral intrusion and why it is unavoidable. The Authorising Officer must take this into account when considering the proportionality of the surveillance.


31:
Authorising Officers need to be aware of the particular sensitivities in the local community where the surveillance is taking place and of similar activities being undertaken by other public authorities that could impact on the deployment of surveillance.



Confidential Information


32:
Confidential information consists of matters subject to legal privilege, confidential personal information or confidential journalistic information. In cases where, through the use of surveillance it is likely that confidential information will be acquired, the use of surveillance is subject to a higher level of authorisation.    
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33:
“Matters subject to legal privilege” are described in Article 12 of the Police and Criminal Evidence (Northern Ireland) Order 1989.  


34:
Legal privilege includes both oral and written communications between a professional legal adviser and their client or any person representing a client, when the purpose of the communication is to provide legal advice where legal proceedings may occur. Communications and items held with the intention of furthering a criminal purpose are not matters subject to legal privilege.


35:
Legally privileged communications will lose their protection if there is evidence, for example, that the professional adviser is intending to hold or use them for a criminal purpose. Privilege is not lost if a professional legal adviser is properly advising a person who is suspected of having committed a criminal offence.  The concept of legal privilege applies to the provision of professional legal advice by an agency or organisation.


36:
“Confidential personal information” is information held in confidence concerning an individual (whether living or dead) who can be identified from it and relating:


· to their physical or mental health


· to spiritual counselling or other assistance given or to be given


· to information which a person has acquired or created in the course of any trade, business, profession or other occupation, or for the purpose of any paid or unpaid office.


37:
Confidential personal information might, for example, include consultations between a health professional or a professional counsellor and a patient or client, or information from a patient’s medical records.
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38:
It includes both oral and written information and also communications as a result of which personal information is acquired or created.  Information is held in confidence if:


· it is held subject to an express or implied undertaking to hold it in confidence


· it is subject to a restriction on disclosure or an obligation of secrecy contained in existing or future legislation


39:
“Confidential journalistic material” includes material acquired or created for the purposes of journalism and held subject to an undertaking to hold it in confidence.


40:
In cases where the likely consequences of the surveillance would be for any person to acquire “confidential material”, the surveillance will only be 


authorised in connection with serious crime.  This is unlikely to apply in Single Investigation Service cases, and rarely for Organised Fraud, as the acquisition of “confidential material” is unlikely to occur.  However, it remains a possibility and appropriate authorisation must be obtained. 


41:
If an investigation or operation leads to the acquisition of confidential information, contact the Branch Manager for details of the required authorisation.


Authorising Officer


42:
In the Department for Social Development only an officer of the appropriate grade and who has received the relevant training (PINS 23) has the authority to authorise directed surveillance.  In the case of Department for Social Development, the grade cannot be lower than Staff Officer.


Back To Contents

43:
Wherever possible, the Authorising Officer should not be directly involved in the investigation. It is not within the spirit of the Act to allow a lower graded officer to be temporarily promoted for the specific purpose of authorisation, although provision should be made within procedures for authorisations to be covered in case of absences and leave. 


Liability


44:
The Human Rights Act protects an individual’s right to privacy. If there has been an intrusion into an individual’s privacy, an Investigator will need to demonstrate that it was necessary for the detection and prevention of crime. The demonstration of conformance with the Surveillance Code of Practice and a thorough risk assessment leading to the surveillance should demonstrate that the use of surveillance was reasonable and had not been sought or authorised irregularly. The Department for Social Development is liable if there has been a breach of the guidelines, for example, it is responsible for the acts of its employees and to compensate individuals if it is found at fault and the aggrieved person takes civil action.   


45:
It is the responsibility of the Authorising Officer to demonstrate, via records, that authorisation, granted under RIPA, was given individual consideration and the action authorised was necessary and proportionate, including reviews and renewals.


46:
Failure to obtain proper authorisation for surveillance could result in the following:


· any member of the public taking civil action against the Department for Social Development (the individual working for the Department would not be personally liable)


· the surveillance evidence could not be used to prove the case and the case might not be accepted for sanction
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· if the lack of authorisation did not become apparent until the case was in Court, the case could be dismissed, the Department criticised and embarrassed and the office admonished by the Judge or Magistrate


· criticism from the Surveillance Commissioner and even removal from the list of public authorities allowed to undertake directed surveillance


·  the individual could be the subject of disciplinary or inefficiency action or be required to undertake remedial training, dependent on the circumstances


· the officer might have to attend an Investigatory Powers Tribunal in accordance with section 65 of RIPA to justify their actions.    


Objectives of Surveillance


47:
Surveillance operations can have many objectives but the purpose of surveillance is to prevent or detect a benefit offence. Surveillance may involve:


· obtaining detailed information about a subject’s activities


· checking on the reliability of information received


· obtaining information to use later in an interview


· getting a picture of a subject’s movements or work pattern


· obtaining evidence for use in court


· establishing a subject’s whereabouts or address. 


Methods Of Surveillance


48:
There are several methods of organising surveillance operations and the choice of method will depend upon the circumstances:


· static point surveillance – this is where observations are conducted from a building or stationary vehicle


· mobile surveillance – this involves using vehicles


· foot surveillance 


· combined foot and mobile surveillance.
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49:    It is the policy of the Single Investigation Service (SIS) that bicycles must not be used under any circumstances when carrying out surveillance.

Planning and Preparation


50:
The following points provide guidance to consider when planning surveillance:


· be as inconspicuous as possible, paying attention to clothing so as not to be memorable


· ensure there is nothing distinctive about any vehicle used, for example, un-repaired damage


· do not leave official forms or stationery on show in your vehicle


· if possible, park so as not to impede any local residents.


This list is not exhaustive. For further guidance see the Benefit Security Services Security Guide.  


51:
It is necessary to inform the local police in advance of a surveillance operation in order to avoid being approached and therefore compromised during the operation.


52:
The surveillance team can only achieve its objective when it has been defined to them. If appropriate a briefing should be held to cover the following:  


· give the Investigators all the relevant information


· show the objective of the intended activity


· establish the length of the operation


· define the roles and personnel involved


· check equipment


· appoint loggist and emphasise the need for full contemporaneous observation notes, which must be kept secure at all times


· give details of breaks, shifts etc


· consider contingency plans in the event of the operation being compromised, loss of subject, the addition of other subjects etc


· define emergency procedures in the event of illness, road traffic accident or any other such eventuality.


These details should also be recorded on the file notes. 


53:
Regular debriefing sessions should be held to discuss progress and decide the direction of the operation.


54:
See Appendix 1 for a glossary of terms used during surveillance. 


Pre-Surveillance Checks


55:
Pre-surveillance checks must be conducted in all cases before requesting authorisation for surveillance. 


56:
The purpose of pre-surveillance checks is to establish that surveillance is relevant to the investigation, that the information cannot be obtained by other less obtrusive means and to ensure that any surveillance activity is properly planned. It is acceptable for lone officers to carry out pre-surveillance activities. (back to para 6) 


57:
A pre-surveillance check must involve:


· conducting background checks from other sources such as benefit computer systems 


· contacting other Government Departments where there is a legal gateway for exchange of information or where a Memorandum of Understanding exists


· visiting a location once to identify if it is suitable for surveillance for risk assessment purposes A written Health and Safety risk assessment must be completed using the Risk Assessment Pro-forma (Appendix 2).  More than one pre-surveillance visit may 


be undertaken but must be necessary to reinforce the risk assessment. If so, full details as to why more than one visit was considered necessary must be noted in an e-mail to the Authorised Officer and agreement obtained. If the decision of the Authorised Officer is for another pre-surveillance check, save the e-mail with the decision of the Authorised Officer as a word document. 

Attach the saved word document as an attachment in the description box as per the pre-surveillance guidance


· If surveillance is planned at different times of the day at a particular location the risk assessment should cover all the proposed times


· If more than one location is involved, a visit can be made to each location.

58:
These actions do not require an authorisation under RIPA. Details of the visit must be recorded in the Official Notebook and file notes with relevant information recorded on the RIP 1. For guidance on how to complete RIP1 see the aide memoire. 


59:
The visit will involve a survey of the area to assess collateral intrusion, operational/personal risks and any particular sensitivity in the local community where surveillance will take place.  Details of the visit must be recorded in the Official Notebook and file notes with relevant information recorded on the RIP 1 as appropriate, to support the justification for surveillance. 


60:
The recording of vehicle registration numbers for Driver Vehicle Licensing Northern Ireland checks, at the time of the pre-surveillance check is permitted – provided it can be shown that there are grounds to believe that there is a possible connection to the investigation (e.g. vehicle parked outside the relevant location or on the driveway). Details must be recorded in the Official Notebook and file notes.


For Example: An Investigator may identify a vehicle connected to the investigation for which registration details are required.  These details can be recorded.  However, any subsequent visits will count towards the two sightings required by Driver and Vehicle Licensing Northern Ireland.
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61:
If an officer needs to identify an individual before commencing surveillance, this can be covered by a pre-surveillance check.  This must not involve calling the individual to the office for the express purpose of identifying them.


For Example: An Investigator intends to identify an individual when they next register at the Social Security Office/Jobs and Benefits Office before commencing surveillance. This is not classed as surveillance. However, if the Investigator intends to perform observations as soon as the individual leaves the premises, prior authorisation must have been obtained.


62:
The Investigator will complete the RIP 1 application form for consideration by the Countersigning Officer.  The RIP 1 must be completed and sent to the Authorising Officer within 5 working days of any relevant pre-surveillance check visit(s).  This will ensure that the information on the application form reflects the most up-to-date position. For guidance on how to complete RIP1 see the aide memoire. Any delays and their subsequent impact on surveillance location suitability, along with any collateral intrusion risks must be considered and explained.


Authorisation for Directed Surveillance


63:
Directed surveillance will form the bulk of Single Investigation Services observations and authorisation for surveillance is required – the Surveillance Code of Practice Chapter 5 refers. 


Before authorisation for such surveillance is sought, other less intrusive means of obtaining the necessary information must be considered e.g. benefit computer systems, information available from other Government Departments subject to exchange of information restrictions, use of Social Security Fraud Act (Northern Ireland) 2001 powers, if considered the most effective and least intrusive.  
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64:
An authorisation is required before surveillance activity can be carried out and ensures that the safeguards required are considered. Properly authorised surveillance is defensible in law. The Authorising Officer normally gives authorisations in writing.


65:
If in error an activity was not authorised it should be reported to the Chief Surveillance Commissioner, in writing, as soon as the error is recognised. An initial email alerting the Office of Surveillance Commissioners xxxxxxxxxx@xxx.xxx.xxx.xx  should be followed by a report detailing the circumstances and remedial action submitted by the Team Leader. 


66
This will include activity which in error was not authorised, or which was conducted beyond the directions provided by an Authorising Officer. All activity which should have been authorised but was not should be recorded and reported to the Inspector(s) at the commencement of an inspection. 


Subjects of surveillance


67:
Depending on the type of investigation, authorisations may be requested for one or more subjects of surveillance.  The authorisation covers the subject(s) detailed on the application form whether by name or, if the name is not known, the exact or approximate number of subjects or unidentified associates known.


68:
In cases where the subject’s identity is not known, include any available additional information about the subjects to help the Authorising Officer decide if surveillance is appropriate (e.g. any available descriptions of subjects to distinguish between subject 1 and subject 2 etc.


69:
If additional subjects within the operation/investigation are subsequently identified, further authorisation to conduct surveillance to cover the new subject(s) will be required.  New individuals must not be added to the original authorisation retrospectively.
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70:
The additional subjects will not have been subject to formal authorisation by the Authorising Officer.  Form RIP 4 will be used to cover the new subjects. For guidance on how to complete RIP 4 see the aide memoire.

71:
Observations can be conducted on people who are not in receipt of benefit, such as the partner in a Living Together/Civil Partnership 


allegation, providing that the relevance of such action can be demonstrated in the application for surveillance. In Living Together/Civil Partnership cases the subjects of surveillance are likely to be the benefit customer and the alleged partner.   


Number of Investigators

72:
One authorisation will cover the maximum number of officers to be deployed at any one time as recorded in box 3 of the RIP 1.  For details on completion of box 3 see the aide memoire. The number of officers must be proportionate to the offence being investigated.  It should be noted that the example given below is not necessarily indicative or prescriptive of the number of officers to be deployed.  In similar circumstances, it may be proportionate to deploy more officers.  Each case must be considered on its individual merits.


For Example: A team of 6 investigators may be required to conduct surveillance on a non compliant employer with two officers deployed at any one time. 


73:
If the number of officers to be deployed at any one-time changes above the maximum, and this includes observers or trainees, the change must be reported to the Authorising Officer on form RIP 4 For guidance on how to complete Rip 4 see the aide memoire.

74:
If the Investigator who commenced the investigation left the case for any reason, the other Investigators working on that case would not require further authorisation.  Neither would a replacement Investigator require further authorisation where only one Investigator was considered necessary for the investigation. Further information can be found under the heading “Unplanned Reviews” within this section.


Use of Radio Equipment

75:
Details of any radio equipment to be used should be recorded in box 5 of the RIP1. 


Test Purchasing

76:
Test purchasing is classed as covert surveillance even though the Investigator comes face to face with the subject.  This is because the act of test purchasing is carried out in a manner calculated to ensure that the person subject to surveillance is unaware that it is or may be taking place. In the majority of test purchasing the object will be to simply purchase an item from the subject of surveillance to obtain evidence of employment. As the test purchasing takes place in a public place and no private information is obtained, and there is no intention to ask further questions to elicit further information which may be regarded as private there will be no need to obtain a written authorisation.


77:
Any conversation with the suspect must be restricted to normal general conversation a customer would have with a vendor. The purpose of the test purchase is to confirm that the suspect is indeed selling either items or providing a service. It is not to try and obtain information about any other clients from the vendor. This would have to be obtained by other means or by questioning at any interview that is being considered with the suspect.



For example, a suspect allegedly works as a beauty therapist. In any discussions with the alleged suspect no questions in respect of other clients can be made at this stage.


Closed Circuit TV (CCTV)


78:
During the course of an investigation the Investigator may consider making use of available Closed Circuit TV, such as those located in


Back To Contents

towns and cities. As CCTV is sited in public places it is overt and as no private information will be obtained it is Department for Social Development policy that there is no requirement to obtain written authorisation. Where however the authority operating the CCTV requires a written authorisation the Investigator should comply.

External Operators

79:
Closed Circuit TV is widely used by various district councils, Police Service of Northern Ireland, businesses etc. and its use is advertised to the public. This means that the general public is aware that Closed Circuit TV is in operation and therefore it is likely that if they commit a crime in front of it, their actions will be recorded. This type of surveillance is classed as overt surveillance.


80
Copies of Closed Circuit TV footage can be requested from the relevant operator under section 29(3) of the Data Protection Act 1998. However, the operator is not under any statutory obligation to provide copies of the tapes. 


Use of External Operators


81:
Any request made of Closed Circuit TV operators to specifically reposition a camera or “sweep” over a certain location for the purposes of an investigation is classed as covert surveillance. This targeted use of Closed Circuit TV, rather than its normal use, must be supported by a surveillance authorisation. The activity must be included at box 4 of the RIP 1. This use of Closed Circuit TV can only be with the co-operation of the operator concerned.


Use of Closed Circuit TV by the Department for Social Development


82:
Any covert surveillance activity involving the use of Closed Circuit TV equipment owned by the Department for Social Development (e.g. Closed Circuit TV sited in Social Security Offices for the purposes of health and safety) must be supported by a surveillance authorisation. The activity must be included in box 4 of the RIP 1 for consideration by the Authorising Officer. 

Approaching CCTV Operators

83:
When making an initial approach to a CCTV operator a copy of the CCTV Protocol (CCTV 1) signed by the investigator and the operator should be handed to the operator.  A signed copy of this document


should be retained in the evidence file.  This document explains the legal requirements for obtaining CCTV footage and how it should be supplied.


84:
Some information providers may request that their own version of the CCTV Protocol is used; this could mean that the wording is slightly different to the CCTV1. These requests should be accepted providing that the revised document contains all the required information contained in the national protocol and does not breach the DSD data protection policy.

Obtaining Written Authorisation - RIP 1 Application Form


85:
Before surveillance can be carried out, the Investigator must complete an application for authorisation to use surveillance on form RIP 1.

The application must be completed electronically sent by e mail and RIP action recorded in the file notes. For full details of the electronic process see BIS Memo 25-2008. 


Authorisation/Refusal of Surveillance


86:
The Authorising Officer must consider whether the information provided on the RIP 1 application form and in the file is sufficient to meet the criteria for approval and record their comments in box 11 of the RIP 1 form. See RIP aide memoire for guidance on completing RIP 1.


87:
It is important that the Authorising Officer specifies the activity being authorised, but this can only be relative to the information recorded in box 5 of the RIP 1. The authorisation cannot exceed the level of activity requested in box 5 although it can be restricted if the Authorising Officer does not consider any particular aspect of the request to be proportionate or necessary. Restrictions should include the time each period of surveillance lasts. 


For Example: In box 5 of the RIP 1, the Investigator records that they intend to conduct static observations at the subject’s home address at specified times in the morning and the evening with the use of a video recorder in relation to a “Living Together” allegation.
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88:
In box 11 of the RIP 1, the Authorising Officer specifies that they will authorise static surveillance: at which location: at what time(s) and whether or not a video can be used.                                         

For Example: In box 5 of the RIP 1, the Investigator records that they intend to conduct static surveillance at the subject’s home address at specified times in the morning in relation to a “working and signing” allegation. Mobile surveillance is also necessary to the investigation but has not been requested by the Investigator.


89:
The Authorising Officer cannot specifically consider/authorise mobile surveillance unless the activity is requested on the application form or RIP 4 review form. For guidance on completing RIP 4 see the aide memoire.

90:
The Authorising Officer then completes box 12 of the RIP 1 form to authorise or refuse surveillance. The aide memoire gives guidance on completion of RIP 1. In order to protect the application from unnecessary disclosure the Authorising Officer should state in their 


authorisation the names of the subjects where known, locations, 


equipment and any other parameters set. 


91:
Authorising Officers should not be responsible for authorising investigations or operations in which they are directly involved, although it is recognised that this may sometimes be unavoidable, for example, where the authorising officer is performing checks on their Investigators or where it is necessary to act urgently. Where an Authorising Officer authorises an investigation or operation in which they are also involved this must be noted in box 11 of the RIP 1. If the Authorising Officer becomes involved after the operation commences a review form RIP 4 must be completed and the details of their involvement noted. Details of their involvement and why they are involved in the investigation must be included for the attention of a Commissioner or Inspector during their next inspection. This is in accordance with paragraph 4.14 of the Surveillance Code of Practice. 
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92:
The Authorising Officer’s decision on the application for surveillance must be made within five working days (from the receipt of the application) and then returned to the Investigator promptly. Back To Contents

        Where a decision cannot be made within five days the details as to why there is a delay must be documented in box 11 of the RIP 1.



93:
Where the Authorising Officer considers that further information/clarification will enable authorisation, they may return the


RIP 1 for that information. The final decision on the application must be made within 5 working days from the date the Authorising Officer first received the RIP 1 application, to ensure that there is no undue delay in dealing with the investigation.


94:
Where the Authorising Officer requires further information/clarification relating to the application the final decision must be made within ten working days (from the date the Authorising Officer first received the RIP1), to ensure that there is no undue delay in dealing with the investigation.


Time Limit on Written Authorisation


95:
A written authorisation is valid for three months from the time it is signed and must be reviewed regularly.  Further information can be found under the heading ‘Reviews’ within this section. 



Notifying The Applicant Of The Authorisation


96:
Once the RIP 1 has been authorised the Authorising Officer will forward the e mail to the Investigator cc’d to the Nominated Officer. .


97:
It is important that only the specific Authorising Officer can access or amend completed applications, apart from someone covering the job in their absence.
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98:
On receiving authorisation the Investigator must commence surveillance within 10 working days of the authorisation being given. In exceptional circumstances where surveillance cannot commence within this timescale, the reasons must be documented on the investigation file to 


        demonstrate there will not be unreasonable delay and that surveillance is still necessary.


Notifying the Police Service of Northern Ireland re Planned Surveillance


99:
The Investigator in charge of the investigation should contact the local Police Service of Northern Ireland to inform them that surveillance will be carried out during the authorised period. For full details of the process involved see BIS Memo 15/2007

Notifying the Applicant of the Refusal


100:
If the Authorising Officer decides that surveillance cannot be authorised, they will record the reasons for their decision in box 11 of form RIP 1.  A continuation sheet can be used if there is insufficient space when completing this box clerically.  The continuation sheet must be cross-referenced with the “Operation reference number” in case the sheet and the RIP 1 become separated. 


101:
The Authorising Officer will delete the authorisation declaration in box 12 of form RIP 1 and complete the rest of the box.  


102:
The refusal (RIP 1) will be returned by e mail to the Investigator, cc’d to the Nominated Officer to be held on the investigation file.  


Keeping Records


103:
The Criminal Procedure and Investigations Act 1996 require Investigators and Authorising Officers to keep full and accurate records of investigations. Records of authorisations must be held by the Authorising Officer and regularly updated whenever an authorisation is granted, refused, reviewed, renewed or cancelled. For further information on the maintenance of RIP forms see BIS Memo 11/2009.
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104:
Chapter 8 of the Surveillance Code Of Practice, re-enforced by the Office of Surveillance Commissioners puts an additional requirement on public authorities to hold a centrally retrievable record of all authorisations. This is not a central record of original RIP forms but a record of authorisations using the Authorisation Control Matrix.


105:
It is recommended that the Authorisation Control Matrix is set up using a spreadsheet to enable Authorising Officers to provide monthly updates of surveillance activity.  


106:
This requirement for a centrally retrievable record will already be satisfied if a region has only one Authorising Officer. Where a region has more than one Authorising Officer it is recommended that a single point of contact is established to centrally record each individual Authorising Officer’s Control Matrix from within the region. 


107:
An Authorisation Control Matrix is used to assist with the regular updates that are required. A separate sheet should be set up for each Single Investigation Unit/Organised Fraud Unit /Disability Living Allowance team. The authorisations and current position should be summarised and maintained on the Authorisation Control Matrix.  This form should also be used to record the review due date and outcome for each application.


Retention and Destruction Of RIP Forms


108:
The original RIP forms must be held securely, for example, in lockable cabinets by the Authorising Officer. 


109:
In Sanctionable cases the original documents must be held for a period of five years from the date recorded in box 5 of the RIP 3 cancellation form. Applications that are refused must be retained for three years from the date recorded in box 12 of RIP 1. This is in accordance with paragraph 9.3 of the Surveillance Code of Practice. If the case results in a prosecution, be aware of the requirements of the Criminal Proceedings and Investigations Act.                                                  


110:
Current authorisations must be held alphabetically.  Cancelled authorisations must be held in chronological order from the destruction date.


111:
Copies of authorisations RIP 1, renewals RIP 2, cancellations RIP 3, reviews RIP 4 , must be retained on the fraud file. Further information can be found in the ‘Fraud File Quality’ section of this manual. (back to paragraph 118 & paragraph 119)


Reviews


Authorising Officer’s Action


112:
Regular reviews of authorisations must be conducted to assess the need for surveillance to continue.  The Authorising Officer will determine the frequency of the review.


113:
The reviews of authorisations must take place at intervals not longer than one month, but depending on the circumstances of the case, the review can be conducted more frequently. This must be considered where:


· the surveillance is likely to obtain the necessary information in a short period of time and must be cancelled as soon as possible, in order to avoid breaching proportionality


· there is a change of circumstances involving the case under investigation. (back to paragraph 91)


Planned Reviews


114:
Each week, the Authorising Officer will produce a list of cases from the authorisation matrix due for review action for the following week.  The weekly review/renewal prompt list will be sent to the EO1 responsible for the investigation to action.  Surveillance can continue pending the Authorising Officer’s decision.
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115:
A review form RIP 4 will be completed for each case selected. On receipt of the completed RIP 4, the Authorising Officer will decide if surveillance should continue


Application Rejected

116:
If the Authorising Officer decides surveillance is no longer appropriate they will:


· contact the fraud team to obtain the date of the last observation and verbally confirm that surveillance authorisation is no longer appropriate

· complete a RIP 3 form and e mail it urgently to the Investigator cc’d to the Nominated Officer. .The copy must be placed on the file.

Application Allowed

117:
If the Authorising Officer decides surveillance is still appropriate they         will:


· authorise the RIP 4 e mail it to the Investigator cc’d to the Nominated Officer. The copy must be placed on the file. 


118:
It is not necessary for the same Authorising Officer to review the case as the person who authorised it, for example, the original Authorising Officer is not at work.


Change of Circumstances 


119:
When a change of circumstances occurs, the Investigator must:


· complete a RIP 4 within 5 working days of the change occurring or being notified to the Investigator. The details of the change of circumstances and the impact on the surveillance being performed must be shown in boxes 3 – 6.

· the application must be completed electronically sent by e mail and cc’d to the Nominated Officer. RIP action should be recorded in the file notes. For full details of the electronic process see BIS Memo 25/08
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This action ensures that the Authorising Officer is aware of any change(s) that may affect the current authorisation to conduct surveillance.


120:
Surveillance activity cannot commence on the change of circumstances unless the change has been authorised on form RIP 4. 

121:
Below is a list of changes, the list is not exhaustive:


· person(s) no longer subject(s) of surveillance (surveillance still ongoing for the other subject(s)) – consider and note changes to risks for collateral intrusion


(observations can continue pending receipt of RIP 4 authorisation)


· previously unidentified subject(s) now identified by name or gender


(observations can continue pending receipt of RIP 5 authorisation)

· change to original location(s) – consider and note suitability as for original location(s)


· change to number of officers deployed at any one time above maximum shown on original application A request for an increase of officers will need to show why it is proportionate to what is hoped to be achieved. Observations can continue on the number of officers authorised on the current RIP 1 pending receipt of RIP 4 authorisation)


· change to type and method of surveillance.


Summary

122:
The review process will provide a summary of the progress made towards the original objectives. Therefore, on receipt of the review prompt list, the Manager and the Investigator will discuss:


· surveillance work undertaken so far


· what has been achieved
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· reason(s) for failure to obtain results (if applicable)


· an update of operational objectives and plan of action, if surveillance is to continue


· consider hand-off to a Decision Maker, referral to Programme Protection Group or PA action. 


123:
If immediate surveillance is required urgent authorisation must be sought. Details of the urgent oral request for the unplanned review must be recorded in the Official Notebook, file notes and a RIP 4 completed within 72 hours of the oral authorisation being given (see ‘Urgent Authorisations’ within this section).


124:
The Authorising Officer will consider if surveillance is still proportionate and necessary in light of the changes(s). If the Authorising Officer decides surveillance is no longer appropriate they will:


· contact the Investigator to obtain the date of the last surveillance and verbally confirm that surveillance authorisation is no longer appropriate


· complete form RIP 3. The application must be completed electronically sent by e mail and cc’d to the Nominated Officer. 


125:
If surveillance is to continue, the Authorising Officer will notify the Investigator by e mailing the authorised RIP 4 cc’d to the Nominated Officer. The Authorising Officer may wish to amend the planned review date following the unplanned review. However, remember that the review cannot be longer than one month from the date of the previous review.
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Unknown Subjects


126:
There will be occasions when all the subjects involved in the potential fraud and who require observations are not known. To ensure observations can continue both on those subjects who are known to be involved in the fraud and any of their associates who were not known, details of the fact that the subject of the observations has known associates who may also be involved in the potential fraud should be noted in box 5 of the RIP 1.


127:
Once an associate is observed details of their name and, if name not known, their identity details should be recorded on a RIP 4 and sent to the Authorising Officer within 5 working days.


EO1 Action  


128:
The aim of the review process is to provide a summary of the results achieved to date, or the reason for the lack of results, as appropriate.  On receipt of the review prompt list, the EO1 and Investigator will discuss:


· surveillance work undertaken so far


· what has been achieved


· reason(s) for failure to obtain results (if applicable) 


· an update of operational objectives and plan of action if surveillance to continue.


129:
They will also ensure that all unplanned reviews have been reported to and authorised by the Authorising Officer on form RIP 4.


130:
The EO1 will record the details on the review form RIP 4. This information will then enable the Authorising Officer to decide if surveillance is still necessary and proportionate.
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131:
The review must be completed by the end of the following week in which the review is due.  


132:
The completed form must be completed electronically and sent by e mail can be sent by courier or fax to the Authorising Officer. Observations can continue pending the Authorising Officer’s review decision.


133:
If during the course of the review discussion, the EO1 and Investigators identify that surveillance is no longer required, the Investigator will complete RIP 3 cancellation form electronically up to and including box 4 and e mail to the EO1. For full details of the electronic process see BIS Memo 25/08. Completion of RIP 4 will not be required in these circumstances. 

Renewal Applications


134:
A renewal application must be made and authorised before the earlier authorisation expires.  A request for a renewal authorisation of surveillance can be made no earlier than 10 working days before the expiry of the RIP 1 authorisation or previous renewal authorisation. 


135:
A renewal application is not appropriate if the earlier authorisation has already expired.  In these circumstances, a RIP 1 must be completed.  The expired authorisation must be formally cancelled by completing a RIP 3.


136:
A renewal authorisation of surveillance will last for 3 months and must be reviewed at least monthly.  


137:
The Authorising Officer will list cases on the review/renewal prompt list 10 days before the expiry of the current authorisation where surveillance has not been cancelled. The prompt list will be sent to the EO1 responsible for the investigation.
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138:
If a renewal of authorisation is required, the applicant must:

· electronically complete the renewal form, RIP 2 

· e mail  the completed RIP 2 to the EO1 cc’d to the Nominated Officer for checking and countersigning


139:
The Authorising Officer will consider the information on the RIP 2 (and file if requested) and record their comments in box 7.  The Authorising Officer then completes box 8 of the form to authorise or refuse authorisation.  See RIP 2 aide memoire for assistance with completion.


140:
If a renewal of surveillance is authorised in box 8, the Authorising Officer will send the RIP 2 electronically to the Investigator cc’d to the Nominated Officer, to be held on the investigation file.  


141:
If the Authorising Officer decides that renewal of surveillance cannot be authorised, they will record the reason(s) for their decision in box 7 of form RIP 2.  The Authorising Officer will delete the authorisation declaration in box 8 of the form and complete the rest of the box.


142:
The refusal will be returned by e mail to the Investigator cc’d to the Nominated Officer to be held on the investigation file.  


143:
If a renewal of authorisation is not required or not authorised, the applicant must complete form RIP 3 up to and including box 4, before the expiry of the current authorisation.


144:
In the majority of cases, the Authorising Officer who authorised the original application for surveillance will also renew it. However, where the original Authorising Officer is no longer available, this duty will fall on the person who has taken over the role of the Authorising Officer. For further information see ‘Retention and Destruction of RIP Forms’ within this section.
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Urgent Authorisations


145:
Authorisation for surveillance must be given in writing.  In urgent cases, oral authorisation may be given but only by the Authorising Officer. When using the urgency provisions a record that the Authorising Officer has expressly authorised the action should be recorded on FRAIMS by the Authorising Officer, and by the applicant in their official notebook as soon as is reasonably practicable. A RIP 1 must be completed within 72 hours of the oral authorisation being given. 

146:
Oral authorisation can be given when an immediate response to an event is required.  For example, for events that are not likely to occur again during the course of the investigation and there is insufficient time to obtain written authorisation.  An oral authorisation is not a replacement for properly planning and obtaining written authorisation to conduct surveillance. 


147:
A case is to be regarded as urgent if the time that would elapse before the Authorising Officer was available to grant the authorisation would,  in the opinion of the Investigator, be likely to impede the investigation or operation for which oral authorisation is being sought. It is expected that Urgent Oral Authorisations will be exceptional within Single Investigations Services.

148:
If the usual Authorising Officer is not available, the next available Authorising Officer within the Branch must be contacted.  If no Authorising Officer is available, then the next step is to contact the Manager of Single Investigation Services (DP) and seek their agreement for urgent oral authorisation. 


Time Limits on Oral Authorisation


149:
Oral authorisation will unless renewed last a maximum of 72 hours from the time it was given by the Authorising Officer, and is subject to review in the same way as all other authorisations. The investigator must note details of the oral authorisation in their official notebook including the name of the Authorising Officer, date and time.


150:
The Authorising Officer must also make a note of the authorisation in their official notebook. The Authorising Officer must ensure that form RIP1 is received from the Investigator and authorised to cover the urgent surveillance 


151:
Within the 72-hour period, the investigator must:


· complete form RIP1 sections 1 to 10


· include details in section 2a of why case is so urgent that an oral rather than written authorisation is required 


152:
The application must be completed electronically and sent by e mail to the Team Leader. RIP action must be recorded in the file notes. For full details of the electronic process see BIS Memo 25-2008. In this circumstance it should be forwarded to the Authorising Officer who originally approved the urgent request.


Cancellation of Surveillance


153:
The Authorising Officer must ensure that every authorisation for surveillance is cancelled before the end of the period of authorisation.  Authorisations must not be left to expire.  Form RIP 3 is used to cancel the authorisation for surveillance:


· when the Authorising Officer is satisfied that surveillance no longer meets the criteria for authorisation


· as soon as surveillance is no longer required by the applicant.


Authorising Officer cancels Surveillance


154:
If the Authorising Officer initiates the cancellation of surveillance they will:




· contact the fraud team to obtain the date of the last observation and verbally confirm that surveillance authorisation is no longer appropriate


· complete a RIP 3 The application must be completed electronically and sent by e mail to the EO1 and cc’d to the Nominated Officer. RIP action must be recorded on the file notes. For full details of the electronic process see BIS Memo 25-2008

Applicant cancels Surveillance


155: If the applicant no longer needs to continue with surveillance because the objective of surveillance has been achieved, or following initial observations it is established that further surveillance will not achieve the objective, they will:


· complete form RIP 3 up to and including box 4. It is important to state in box 2 the dates and time when surveillance took place together with a summary of the outcome. The application must be completed electronically and sent by e mail to the EO1 and cc’d to the Nominated Officer. RIP action must be recorded on the file notes. For full details of the electronic process see 


  BIS Memo 25-2008

· continue with the next appropriate course of action relevant to the investigation.


156:
The Authorising Officer will:


·  e mail confirmation that surveillance has been cancelled to the Investigator cc’d to the Nominated Officer. 


157:
In the majority of cases, the Authorising Officer who authorised the 


original application for surveillance will also cancel it, once they are satisfied that directed surveillance is no longer appropriate. However, where the original Authorising Officer is no longer available, this duty will fall on the person who has taken over the role of the Authorising Officer.


Directed Surveillance From Or Within Private Premises


158:
The procedures outlined under the heading ‘Authorisation for Directed Surveillance’ within this section, also apply to making applications for surveillance from within private premises.


Back To Contents

159:
The use of private premises to conduct directed surveillance activity can only take place with the consent of the owner and/or occupier and must not involve trespass on or interference with property.  See Private Premises – Authorisation for Surveillance within this section.


160:
It will invariably be from inside private premises but could also apply to parking an observation vehicle on private premises.


Example: 


Person is allegedly working in a café.  At the pre-surveillance check visit, the Investigator identifies the public house car park opposite the café as the most suitable for parking an observation vehicle.  The car park is for “patrons use only”.  In these circumstances the car park is classed as private premises and consent of the owner must be obtained. 


161:
Before authorisation for such surveillance is sought, other means of obtaining the necessary information must be considered.


162:
It is essential that the Investigator visits the premises prior to applying for surveillance authorisation, not only to obtain consent to use the premises but also to explain the possible consequences of disclosure of the location of static surveillance.


163:
The Investigator must be satisfied that the owner and/or occupier understand the use that will be made of the premises and make it clear that there is no compulsion to make the premises available.  The Investigator must also explain that the premises and owner and/or occupier might be identified in subsequent proceedings.  Details of this discussion must be recorded in the Official Notebook and marked as sensitive.
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Surveillance from Private Premises – Disclosure to the Court of the Location Used


164:
The general rule of law is that Investigators should not be required to disclose the location of their observation point, except to prevent a miscarriage of justice or to establish the innocence of the accused.


165
In the judgement Regina v Johnson, the Court of Appeal provided criteria which must be adopted if premises used for observation purposes are not to be disclosed in open court.


166:
The judgement requires that the Authorising Officer responsible for the relevant RIP 1 form must be able to testify that immediately prior to trial:


· they visited the premises used for surveillance


· they obtained and recorded the views of the owner and/or occupier in respect of the use made of the premises and the possible consequences of disclosure which could lead to identification of the premises and occupiers. 


167:
Such views must be recorded in the Official Notebook and the record must be marked as sensitive material.  It is not appropriate for a statement to be taken as this may have to be revealed to the defence and the objective is not to disclose the identity of the private premises. 


168:
This information is necessary to allow the prosecution to make a detailed and evidence-based argument requesting that identification of premises is not disclosed.


169:
The ultimate decision on whether to disclose the location of the premises is for the trial judge.  They will direct disclosure if it is considered that the interest of justice for the accused outweighs the public interest in preserving confidentiality.
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Private Premises – Authorisation For Surveillance


170:
Where a request for surveillance is made, the Investigator must show in Box 4 of RIP 1 application form that they intend using private premises 


for surveillance and have obtained the consent of the owner/occupier. 


171:
Where a request for surveillance is made, the Authorising Officer must confirm that the applicant has previously visited the owner and/or occupant and the outcome of the visit is recorded in the Investigator’s Official Notebook.  


172:
The Authorising Officer must be satisfied that surveillance from private premises is necessary and proportionate and that the necessary risk assessment, including collateral intrusion, has been properly considered.  Follow this link to view the guidance on collateral intrusion.


Surveillance Into Private Premises – From A Public Place


173:
Surveillance can be performed into private premises that are being used for work activities such as a building site or a garage providing that surveillance can be performed from a point at which the public has 

access. Surveillance must not involve trespass or interference with property.


174:
If surveillance has to be performed from private premises either into private premises adjacent to the target site or from within private premises themselves then permission must be sought from the owners of the premises. See Directed Surveillance From Or Within Private Premises within this section. 

175:
Surveillance cannot be performed directly into a private dwelling such as looking through an open, un-obscured window to observe the suspect’s activity. This would be considered too intrusive. General observations of the private dwelling can be performed to observe people entering or leaving the property.  
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Private Premises – Non Compliant Employers


176:
Surveillance is unnecessary if an employer is considered reliable, as the Investigator would normally approach the employer for wage details and hours of employment for the individual concerned.  However, if the employer is not reliable, i.e. non compliant, and a visit is unlikely to produce quality evidence, the alternative may be to conduct surveillance.


177:
The legal view is that an employer’s premises, which are visible from a public highway (e.g. an open garage), will probably fall into the definition of surveillance in public areas.  To this extent, consent from the employer is not required but surveillance must not involve trespass or interference with the property.


178:
The application for surveillance must record if the employer is suspected of being non compliant and what evidence this is based on.  It must also confirm that the premises are visible from the public place and detail the location from which observations will be made.


Surveillance Activity – Evidence Used In Prosecution


Admissible Evidence


179:
Material obtained through covert surveillance may be used in evidence in criminal proceedings. The proper authorisation of surveillance should ensure the admissibility of such evidence under common law, section 78 of the Police and Criminal Evidence (Northern Ireland) Order 1989 and the Human Rights Act 1998.  


180:
The evidence/information obtained as a result of surveillance is also subject to the ordinary rules for retention and disclosure of material under the Criminal Procedure and Investigations Act 1996. 
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Disclosure


181:
If any RIP forms or any information surrounding surveillance contain material which could potentially undermine a prosecution or assist the defence, the Staff Officer in charge of observations should alert the prosecutor of this when the file is initially submitted for prosecution.


182:
This enables the prosecutor to make their prosecution decision on all the facts.


183:
In all proceedings cases the duty of disclosure under Criminal Proceedings and Investigation Act arises. For further information see the Court Hearing section and CPIA Disclosure section of this manual. 


184:
RIP forms should be listed on the sensitive disclosure schedule. 


For further information see the Court Hearing section and CPIA Disclosure section of this manual. 


185:
The Disclosure Officer must asterisk any RIP forms containing material which undermines the prosecution’s case on whichever schedule the forms appear. 


186:
The item must be separately listed on the disclosure certificate and a copy sent to the Public Prosecution Service.  The Public Prosecution Service will then decide whether the form should be disclosed to the defence.


187:
If the RIP forms contain sensitive information and the material undermines the prosecution’s case or assists the defence, the Public Prosecution Section will have to decide whether to apply to the Judge to determine disclosure or whether to withdraw the case.  For further information see the Court Hearing section and CPIA Disclosure section of this manual. 
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188:
As the RIP forms may be disclosed to the defence it is important to only include information that is absolutely relevant to the authorisation request in the application. Unless it is essential to do so do not include details of the source of the allegation in the application.


189:
If the original RIP forms are required for Court purposes, these must be provided to the Public Prosecution Service and a copy retained. The Authorising Officer must annotate, initial and date the top copy of the RIP forms to show that the originals have been sent to the Public Prosecution Service. Following the Court case, the Authorising Officer must ensure that all the original forms are returned at which time the copies should be destroyed in the confidential waste.  


Assurance


190:
 Assurance of the surveillance activities of Fraud Teams is performed by Inspectors of the Office of Surveillance Commissioners (OSC). 


191:
The Inspectors within the Office of Surveillance Commissioners perform a similar assurance function and report their findings directly to the Chief Surveillance Commissioner.


192:
Where the Office of Surveillance Commissioners identifies deficiencies in complying with RIPA, the Department for Social Development will receive a report requiring appropriate remedial action.


193:
Inspections of the surveillance activities of fraud teams are performed by the Inspectors of the Office of Surveillance Commissioners (OSC).


194:
The purpose of an inspection is to confirm that counter fraud activity undertaken by Investigators complies with and is within the spirit of current Human Rights and RIPA legislation.
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195:
The Inspectors within the OSC may visit and conduct interviews/discussions with Authorising Officers and Investigators. They will check surveillance records and analyse policies and training.


196:
If the OSC find failings that are not addressed then ultimately they have the powers to withdraw the authority to carry out surveillance altogether.


Requests for RIP authorisations from the Appeal Tribunal

197:
If the customer raises concerns about the conduct of officers in obtaining surveillance evidence during the appeal tribunal hearing, the Appeal Tribunal may request a copy of the application and authorisation for the surveillance (RIP1)


198:
For more details on the actions to be taken when a request is received from the Decision Maker, see Role of the Decision Maker section in the Fraud Procedures and Instructions Manual.


Complaints


199:
The Regulation of Investigatory Powers Act 2000 establishes an independent tribunal. This Tribunal will be made up of senior members of the judiciary and the legal profession and is independent of the Government. The Tribunal has full powers to investigate and decide any case within its jurisdiction.


200:
The Tribunal can consider complaints about any conduct, which a person believes to have been carried out in relation to them by certain Public Authorities such as the Department for Social Development in the circumstances set out below:


· the interception of communications by post or telecommunications


· surveillance which has resulted, or is likely to result, in private information being obtained


· covert human intelligence which has been or is being used in relation to a person (e.g. the use of a personal relationship for the purpose of getting information without that person knowing about it)                                                                                                                       

· any entry or interference with property or interference with wireless telegraphy.

201:
Persons wishing to make a complaint against the Department in the above circumstances can obtain details of the complaints procedure together with the relevant complaint form from the following address:


Investigatory Powers Tribunal                                                                                                             


PO Box 33220


LONDON


SW1H 9ZQ


Tel: 020 7273 4514
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Appendix 1


		GLOSSARY OF TERMS






		Expression to be Used




		Meaning of Expression



		Subject

		Person subject to surveillance






		Convoy

		All vehicles comprising surveillance unit






		Eyeball

		Vehicle or officer having primary visual contact with the subject and who currently directs the operation






		Backup

		Second officer or vehicle in convoy






		Tail end Charlie

		Last officer or vehicle in convoy






		Convoy Check

		Request from eyeball to determine position of vehicles in convoy, to which all vehicles respond in turn. When all correct, eyeball calls ‘convoy complete’






		Standby, standby, standby

		Instruction issued by eyeball, alerting convoy to possible movement of subject






		Manoeuvring

		Warning issued by eyeball, indicating that subject vehicle is manoeuvring






		Off, off, off

		Transmission from eyeball, indicating that subject is on the move






		Hang back

		Transmission from eyeball indicating to convoy that they should slow down as subject is slowing and may be about to stop






		Come through

		Given after ‘hang back’ to bring the convoy through






		No deviation

		Indicates that subject vehicle is continuing straight ahead as at crossroads (not used on motorways)






		Committed. committed

		Means that subject vehicle is committed to continue on the motorway 



		Left, left, left

		Indicates subject vehicle has turned left






		Left, left, left junction…..

		Indicates subject vehicle is leaving the motorway at the junction specified



		Right, right, right

		Indicates subject vehicle has turned right


 



		Original, original

		Used when subject vehicle resumes after a stop in the same direction as he was travelling before






		Reciprocal, reciprocal

		Indicates that the subject has done a U turn and is returning along the same route






		Roundabout

		Roundabout not traffic island






		Not one, not two

		Indicates that the subject vehicle negotiating the roundabout has passed that particular junction






		First exit, second exit

		Indicates that the subject vehicle has taken that particular exit from the roundabout






		Going round again

		Indicates that the subject vehicle is commencing a second or subsequent circuit of the roundabout






		Subject held

		Indicates temporary stop by the subject vehicle and will normally be followed by an explanation for the stop e.g. pedestrian crossing, traffic lights etc.






		Temporary loss

		Indicates temporary loss of eyeball due to terrain or traffic






		Eyeball regained

		Indicates subject in view again following temporary loss






		Total loss

		Indicates eyeball not regained after temporary loss. A total loss will be followed by a pre-planned search pattern






		Contact. contact

		Indicates eyeball regained by a vehicle following search. Identify the location. Convoy acknowledge in sequence






		Nearside, offside indication 

		Indicates nearside, offside indication on subject vehicle






		Stop, stop, stop

		Indicates that the subject vehicle has speed of its own volition (not held)






		Stand down

		Indicates cancellation of the whole operation. All vehicles will acknowledge in sequence






		So far eyeball

		When an officer other than the eyeball is transmitting to break up the message. It is for the eyeball to respond ‘so far’ to indicate that the officer has permission to continue






		Footman out

		Indicates that a vehicle in the convoy had put out a footman






		Shadow car

		Vehicle used to support footman






		Make ground

		Instruction from eyeball to another vehicle to close up and get in position to accept eyeball






		Wait

		Used to indicate that a mobile should not transmit for the time being e.g. subject is too close






		Go ahead

		Instruction to mobile to transmit message






		Visual

		Used to indicate that an officer has a view of the subject’s home or vehicle






		Relay

		The vehicle responsible for relaying the footman’s messages


 



		Bus/train held

		Indicates that the public transport that the subject is on has stopped at a bus stop or station






		Bus/train moving forward

		Indicates that the public transport has started again






		In, in, in 

		Indicates that a subject has entered vehicle or premises


 



		Out, out, out

		Indicates that a subject is alighting from a vehicle or leaving premises






		Up, up, up

		Indicates that the subject is travelling up stairs or escalator or going up in a lift






		Down, down, down

		Indicates that the subject is travelling down stairs or escalator or down in a lift    



		Bus request

		Use instead of bus stop to avoid confusion






		Strike, strike

		Indicates that designated officer will effect an arrest
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Appendix 2


SIS OBSERVATION RISK ASSESSMENT PRO-FORMA


		Subject Name:

		

		

		Is PV marking held? 

		



		

		

		

		

		





		File Reference:

		

		

		NINO:

		





		Address::

		



		

		



		

		





1.
Details of previous fraud:


		





2.
Initial Visit To Observation Point (OP):


		Date:

		

		

		Time:

		





		Officer:

		

		





Property Description:


		





3.
Location MAP: (Layout, street furniture, adjacent streets, potential OP’s)


		





4. Potential associated vehicles


		Make/model:

		

		

		Reg No:

		



		



		Located:

		



		



		Make/model:

		

		

		Reg No:

		



		



		Located:

		



		





5. Collateral Intrusion: (Schools, public places, nursing homes etc)


		





6. Personal safety: (Entrance/Exits for O.P. general location)


		





7. Suggested surveillance point (place position on map)


		





Signed: 





Date: 
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